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Threat actor Duke Eugene has posted HOOKBOT software for sale on several
crime forums. The announcement was made on 12 January 2023.

The software iIs described as a successor to the ERMAC malware, which
existed in two versions: ERMAC and ERMAC?2, and was developed by Duke
Eugene. A number of features are characteristic of banking Trojans designed
for devices running on the Android platform.

There have already been campaigns In Polish cyberspace using malware
created by Duke Eugene.

The malware operates in the Malware-as-a-Service model.

In addition to the description, the announcement lists the malware's
functionalities.

The CSIRT KNF team obtained samples of the malware and performed the
analysis that resulted in this report.

Android Botnet Hook

RU: lNpueercteyio BCex!
Pan coobwnTte Bam 0 penuse Hosoro codra nog AHagpova Bot Hook

@yHKUMOHAN NaHenu:
» PunbTpauus/Touck
« KOHTPO/b NpUBUNErun
» O6lwmnpHan cratucTuka
- ABTO-KOMaHab!
* OUWIKNHI
* YMHbI@ MHXXEeKTbI (B3auMoaencTene C XoNnaepom B pean tanme)
- [1HeBHan/HOYHas Tema
» Boibop sa3bika (AHrnunuckun, Kuranckumn, Pycckun)
- ABTOpU3auus Npu HeBepHOM BBOAE Napons HEeCKONbKO pas Yepes Tenerpam 60T, caenaHo ans usbexaHus 6pyrdopca Bawero akkayHra.
» BO3MOXXHOCTL Nony4yarb JIorn ¢ UHXekra B Tr 60T
* YBepomMnaTe B Tr 60T ecnun 60T BHOBbL OHaWH.
- YoobHan copTupoBka

12.07.2019

@DyHKUMOHanN bunpa:

* Victopus 3BOHKOB

* MonyynTb KOHTaKT

» [lo6aBUTb KOHTaKT

» MecTononoxeHue

* MonyunTe n30bpaxeHus

* OTKpPbITE NPUNOXKEeHUe

» OTnpasuTb coobueHne whatsapp

* [103BOHUTL
« VNC

Posted announcement on the forum.



EN: Greetings to all!
| am glad to inform you about the release of new software for Android Bot Hook

Panel functionality:

» Filtering/Search

* Privilege control

« Extensive statistics

« Auto-commands

* Phishing

- Smart injections (interaction with the holder in real time)

« Day/Night theme

- Language selection (English, Chinese, Russian)

- Authorization in case of incorrect password entry several times via telegram bot, done to avoid bruteforce of your account.
* The ability to receive logs from the injection into the tg bot
* Notify the tg bot if the bot is online again.

- Convenient sorting

Build functionality:

- Call history

- Get a contact

- Add a contact

 Location

- Get images

* Open the app

- Send a whatsapp message
- Call

* VNC

- File Manager

- Redirect sms

- Send sms

- Sending SMS to user contacts
- USSD

- Call forwarding

- Send push

- Get accounts

» List of installed applications
« SMS list

« Open the injection

« Update the list of injections
* Open the link

* Delete the app

* Reading Gmail

« Get admin rights

- Take a screenshot

Original forum post.




Builder functionality:

* Replace the bot after installing a choice of 10 applications. After the substitution, the icon will be replaced and the application that was replaced will be
launched.

* Hides the icon on some devices. It can't work equally well everywhere, the android shell is too different.

* It is possible to add a black overlay at the time of auto-click permissions so that the holder does not see.

* Block of emulators, RU and CIS.

» Showing over windows - the resolution is available by default, without proclication - we use the Xiaomi firmware bug.
* Blocking 130 antiviruses and battery optimizers

* Multilingualism

* Anti-removal

* Accessability disable block

* Dual Sim

* Works on all devices and gets rights automatically, including on Honor and Xiaomi and Android 8-13.

Rules:

- Work in Russia and the CIS is prohibited in any form.

- Do not forget to make data backups of the necessary information. The Service Is not responsible for lost data.

- Please communicate with technical support correctly. Incorrect communication is punishable by denial of service.
- We do not refund funds for paid services.

- The Service reserves the right to refuse a test or lease sale without explanation.

- Anyone who wants to purchase software is given a test for 1 hour. After confirming that everything suits you, we can open a deal.

800+ injections are avallable to you in the panel.

Everyone knows my reputation and how many years | have been on the android malware market, if anyone has doubts, | agree with both hands on the guarantor
of this forum.

The software was written from scratch. Yes, undoubtedly we used some developments from the "old® software. But in general, the software was written from
scratch and | am glad to present it to you.

For detalls, contact me in PM.

Original forum post.




Static analysis

@ App name: Google Chrome

- Md5: b94d51553afdccec965580ef1737f416

Shal: c0002024e3a3468449aa15e1f8cd3ef1899b54b4
Sha256:48f23e5276fed57e2cd5986163f6eal3albfcb8bd63c71cf19eb094 7811
bd1c8

Package: com.cijaliyuvomolo.joveni

Main Activity: com.cljaliyuvomolo.joveni.xucacodaluda

lcon SHA1: 3d3ecfed8d2a8a711b370593f33bcc839f2787c7

CERTIFICATE:

Subject: C=US, ST=California, L=Mountain View, O=Android, OU=Android,
CN=Android, E=android@android.com

Valid From: 2008-02-29 01:33:46+00:00

Valid To: 2035-07-17 01:33:46+00:00

Issuer: C=US, ST=California, L=Mountain View, O=Android, OU=Android,
CN=Android, E=android@android.com

Mmd5: e89b158e4bcf988ebd09eb83f5378e87

shal: 61ed37/7e85d386a8dfeebb864bd85b0bfaabaf81
sha256:a40da80a59d1/70caa950ct15¢c18c454d47a39b26989d8b640ecd/745ba
/1bfbdc
Fingerprint:f9f32662753449dc550fd88f1ed90e94b81adef9389ba16b89a6f3579
cl112e75



https://www.apklab.io/samples.html?filter=icon-sha1:3d3ecfed8d2a8a711b370593f33bcc839f2787c7
mailto:E=android@android.com
mailto:E=android@android.com

AndroidManifest.xml

PERMISSION DESCRIPTION

android.permission. ACCESS_BACKGROUND Allows an app to access location in the background.
_LOCATION

android.permission. ACCESS_COARSE_LOCA Access coarse location sources, such as the mobile

TION network database, to determine an approximate phone
location, where available. Malicious applications can use
this to determine approximately where you are.

android.permission.CALL_PHONE Allows the application to call phone numbers without your
iIntervention. Malicious applications may cause
unexpected calls on your phone bill. Note that this does
not allow the application to call emergency numbers.

android.permission.CAMERA Allows application to take pictures and videos with the
camera. This allows the application to collect images that
the camera is seeing at any time.

android.permission.GET_ACCOUNTS Allows access to the list of accounts in the Accounts
Service.
android.permission.GET_TASKS Allows application to retrieve information about currently

and recently running tasks. May allow malicious
applications to discover private information about other

applications.
android.permission.READ_CALL_LOG Allows an application to read the user's call log.
android.permission.READ_CONTACTS Allows an application to read all of the contact (address)

data stored on your phone. Malicious applications can use
this to send your data to other people.

android.permission.READ_EXTERNAL_STOR Allows an application to read from external storage.
AGE

android.permission.READ_PHONE_NUMBER Allows read access to the device's phone number(s). This
S IS a subset of the capabilities granted by
READ_PHONE_STATE but is exposed to instant

applications.

Example of permissions defined in the AndroidManifest.xml file.



In the manifest, very high permissions were declared, which the Chrome
browser, and the malware impersonating it, does not need.

Based on these, it can be concluded that it Is malware. These are
characteristic permissions for banking trojans. The defined permissions allow
the app e.g. to view SMS text messages, control voice calls, access GPS
location and camera.

Other information that can be obtained from the above mentioned information:
- Very long certificate expiration date.

- The certificate is the default. We have identified about 420 applications
signed with this certificate. These applications are not associated with the

Hook software.

<application android:allowBackup="true" androld:appComponentFactory="androldx.core.app.CoreComponentFactory” androld:extractNativelLibs="false"

androld:hardwareAccelerated="true" android:icon="@mipmap/1ic_launcher" android: Label="Google Chrome"
android:name="com. lunar.salute.CTyIuCi0rRxKgObXgKgRbScMbXh'" android:noHistory="true" android:requestLegacyExternalStorage="true"
androld: roundIcon="@mipmap/ic_Llauncher" android:supportsRtl="true" android:theme="@android:style/Theme.Trans lucent.NoTitleBar"

androld:usesCleartextTratfic="true'">

An excerpt from AndroidManifest.xml indicating one of the app's "entry points”.



A BWMHh.json file is decoded from the /assets/ folder. After decoding, the file

takes the form of a .dex file - the format of compiled executable code for
Androld.

It is loaded using the DexClasslLoader.

After loading the decoded file into the decompiler, we get the actual code file
that contains the malware functions.

strArray) {

strArray) {

strArray) {

strArray) {

The file name indicated in the code that contains additional malware logic.

(

unused ex) {

v=0:veT: ++v) {

}
CLS116 sSoUpEfDcDsYoOoIjRnAmXoMzZy0o® = CLS116();

- . * .
sSoUpEfDcDsYoOoIjRnAmXoMzZy0080. (s,

[] strArray) {

Loading additional code into the installed fake application.



There are many classes and methods in the loaded additional code. As you
browse through them, you may come across configuration variables that the
malware has implemented.

Configuration variables include such items as:
e C2 address,

* application name,

e campaign name,

* Inject name (the overlay/window that appears on the device) used to enforce
Accessibilty Services permissions,

* the key to the AES encryption algorithm.

Accessibllity service - allows the application to obtain persistence and escalate
permissions. There is evidence in AndroidManifest.xml that malware is
exploiting this functionality.

z1;
c4.CLS597;
CLS2179 {

L)

{
CL52179.

CLS2179.
CL52179.
CLS2179.
CLS52179.
CLS52179.
CLS2179.
CLS2179.
CLS52179.
CLS2179.

CLS597.
CLS597.»
CLS597.MTH4453( "

CLS2179.

L]
CLS2179.

Declared configuration variables.

The values of variables are often "fixed" in spite of their declaration in software
functions, for example: the key for AES-CBC. This key is used to encrypt the
payload of communication with the malware's management server.



s23 = s/;
{

] arr_object =

s24 = JSONObjects.

CLS597.
s25 = (CLS51845.

(s24,

(s24,

| throwable2) {

’

{

arr object[?] =

’

§25;

throwable2) {

7
const-string
invoke-static
new-1instance
sget-object
invoke-virtual
move-result—-object
const-string
invoke-static
sget-object
invoke-virtual
move-result-object
check-cast
invoke-direct
sget-object
invoke-virtual
move-result-object
check—-cast
invoke-static
move-result-object
const-string
invoke-static
new-instance
sget-object
invoke-virtual
move-result-object
check—-cast
invoke-virtual
move-result-object
invoke-static
invoke-direct
const/4
invoke-virtual
invoke-virtual
move-result-object
invoke-static
invoke-virtual
move-result-object
const-string
invoke-static
const/4
invoke-static
move-result—-object
const-string
invoke-static
return—object

vo,
CLS597->
vo,

configuration variables.

vl, CLS1234->

—
pl
vZ,
CLS597-—>

v3, CLS1845->
CL51896->

v3
v3,

pl, CLS1845->
CLS1896->

pl
pl,

pl

v3,
CLS597->
K

vd, CLS1845->
CLS1896->

v4
v4,

—
v4
CLS597->

v4,
—
—
pd
CLS597-—>

-
pd

pl,
CLS597->

pl,

pd

pl,
CLS597->
pd

-

Implementation of AES-CBC encryption.

()

—

()

()

{
((B) (8B,

. CLS1896

(1B,
:CLS1896

)V, pl, vé

)IB, pl, vl

, V3

, P1

)V, pl, v2

, P1

: vV, pl,

:(L51896

, V4
)IB, v4, vl
-([B)V,

) B, pB, vl

'pl. pod

: )V, pé,

(1B, I)

)V, v4,
v3, v4

)V, pé,

pl
, P8, pl

)V, pé, pl

The value of the key to AES was entered "rigidly”, although it had been previously declared in

)V, vB, pl, v3

)V, pl, v4, vO, v3




The code contains methods responsible for communicating with the malware's
control panel.

Communication with the management server (Command&Control / C2) takes
place on port 3434.

The administration panel of the management server is exposed on the
standard www/http port - 80.

CLS571() {
S = -
OF

: CLS566(
CLS566(
CLS566(
CLS566(
CLS566(
CLS566(
CLS566(
CLS566(
CLS566(

. L{CLS571. - ) ;
CLS258 a0 = CLS258. -
a0o. ( );
[] arr_object = CLS1246. (CLS1243.
(arr_object != ) {
[] arr_s = ( [])arr_object;
afo. (arr_s[a@@. () % arr_s. 1);
s1 = . (200. () + 1);
CLS258. {CLS258. - » 31)3
s2 = CLS258. (200, );
(s2 != ) {
S = S2;

VT WM B W B WP W W WS W =~
R R R YT YT YT RYEYYE Y

{

The declared address of the Command & Control server.



Implemented functionalities

The application has implemented functionality in the code. Some of these are
shown below.

In the class below, along with support for Command & Control server
commands, there are strings that clearly suggest their purpose. They refer to
applications that support cryptocurrency wallets and suffixes to system calls.

S =
s1
52
s3
s4
S5
sb
s/
58 -
(LS2038 ab = (CLS2038.
9 = -
s10 = -
2

Declared strings.

{
1SONObject2 = (jSONObjectl. |

. 1{CLS571. , CLS597. (s21,

. 1{CLS571. , CLS597. (]SONObject2,
jSONObject3 = ();
CLS2177 a4 = be. oF
CLS597. (ad);
bl = DO;
1SONObject3. ( , ad.
1SONObject3. ( , $20);
CLS571. : ();
d® = CLS570. . ();

(dO ==
§23 = s/;

{

());

}

Downloading the contents of the payload provided by C2.




There are several functionally identical routines in the code. All of them accept
strings in the code page corresponding to the Russian Cyrillic alphabet from
the delivered payload.

23 = s26. | );

X

( 3anycTuUTb_KOPOHA Bmpyc| Run_coronavirus

throwable5 = throwablel4d:;
s16 = s31;
s19 s30;

(123)
16
s19

Bbluncnutb_no_IP_peBepcepa_koTtopbin_31o_ *  Oblicz_by_IP_reverser_ who_sees_it

CMOTPUT

\ 210 = s26. (
( throwableld) {
throwable5 = throwablel4d;
s16 = s31;
s19 = s30;

}

(1210) {
s16 = s31;
s19 = s30;

X

"YHNUYTOXXUTb_BCE_YesIOBEYECTBO" "Destroy_all_humanity"”

z1b = s26b. | )

| throwableld) {
throwable5 = throwableld:;
s16 = s31;
s19 = s30;

(1216) {
s16 S
s19 S

»
’

3
3

1;
0;

3 of several identical functions that respond to commands written in Cyrillic characters.




, . {
{

s/ = s23;
s30 s2/;
s18 s28;
s31 s29;
sl12 sl;
s15 s22;
sll S
s34 s10;
z17 = s26. (

throwable6) {

{

{
contextd4’? = (CLS258.
CLS597. (contextd42):;
(context42. (

throwable9) {

}

throwable24 = throwable9;
s10 = s34;
sl/ s9:

Body of the function.

At the beginning of the case section -695069237 variables are assigned.

It then checks a logical condition to see Iif the incoming payload matches the
specified text.

If the condition iIs met, the operation to remove the file system.apk from the
apk directory is applied.

If the conditions are met and the operation Is successful, the program
proceeds to label_3173.

If unsuccessful, it will go to label_2765 and the program will continue.



\ CLS1894 throwable®) {
CLS597. (throwable®, ) ;
CLS1894(throwable®):

CLS258. (throwable24):
s16 = s31;
s19 s30;

’

s31 = .s29; s30 = s2/;

529 = s8;

The variable s31, after several rewrites, takes the value "id".

(v
3
invoke-super ->
1iget—-object vl, p@, CLS182->
1f-eqz ve,

invoke-virtual
move-result
1f-eqz

1iget-object v, po, CLS182-> ]
invoke-virtual -> ()[I, po
move-result-object vl

invoke-virtual ([1)Z, vO, V1

1iget-object v, po, CLS182->
1f-eqz ve,

invoke-virtual
move-result
1f-eqz

iget-object pd, CLS182-> 3
invoke-virtual -> ()[I, p@
move-result-object

invoke-virtual ([1)Z, vO, V1

iget-object v, po, CLS182->
1f-eqz ve,

invoke-virtual
move-result
1f-eqz

1iget-object v, p8, CLS182-> :
invoke-virtual —> ()[I, po

move-result-object vl
invoke-virtual ([1)Z, vO, V1

return-void

The MTH7729 method called is responsible for handling exceptions and errors.



Variable s10 receives the value of the variable to which the value of variable
s10 was previously assigned.

The value of the variable s10 = "metamask”.

throwable5 = throwableb;
s10 = s34;

Label_3179 is also used to handle exceptions using the Throwable class.

)) 4

( !CLS597. (JSONObject2.
}
contextd4/] = (CLS258. -
CLS597. (contextd7):

d2 = CLS570. {1F ()3;

CLS597. (d2);
s108 = JSONObjectl.

CLS597. (s108,

{ throwable7) {

’

CLS1768(context47, d2,

’

throwable35) {

Fmmanager - is a file explorer, it has such functionalities as retrieving the directory path and listing
the items contained in the directory.




)) A

(CLS597. (jSONObject2.
context35 = CLS258.
CLS597. (context35);
s90 = 1SONObjectl.
CLS597. (s90, |
s91 = jSONObject2. |
CLS597. (s91, _
v29 = CLS597. (JSONObject2.
10 = CLS1757(context35, s9@, s91, v29);

{
92 = 1SONObjectl.

s93 = 1SONObjectl.

context3b = (CLS258.

CLS597. (context36):

CLS597. (s92, ) ;
CLS59/. (s93, ' )

0 = CLS1757(context36, s92, s93);

'

Implementation of the function that implements the "sendsms” command received from C2.

What is new compared to other malware families, even previous families from
the same developer, Is the support for WhatsApp application. The malware can
read, write and send messages In this messengetr.

| . {
{
s30 = s27;
s18 = s28;
s31 = s29;
(s26.equals("og 1) 4
}
s19 = s30;
s1l7 = s9;
S/ = 823;
}
| throwablel2) {
}
{
context’7 = (CLS258.
{CLS258. = ) {
sharedPreferences3 = context]/ == [4 : context?/. { , 0)3
\ CLS258. = sharedPreferences3;
sharedPreferences$Editor3 = CLS258. — ? : CLS258. - F
(sharedPreferences$Editor3 != ) {
\ sharedPreferencesSEditor3. ( - F
(sharedPreferences$Editor3 != ) {
} sharedPreferences$Editor3. F
}
| throwablel3) {
throwable5 = throwablel3;
s1l7 = s9;
s/ = s23;
812 = sl;
15> = s§22;
s11 = S
}
{
s44 = jSONObject2. ( ) . oF
s45 = JSONObject2. ( 2%} . ();
context8 = (CLS258. -
CLS597. (context8):
intent® = ( 4 - . ( . . + sd44 + + s45));
intent®. (0> )
intent®. (Bx: )3
contexts. (intent®):

Implementation of Whatsapp support.



The primary functionality of mobile banking Trojans is to launch overlays.

An overlay (inject) is a WebView system component window that opens over a
legitimate application from the malware's target list. It displays a login page
that mimics a legitimate application. The victim, after entering their credentials,
unknowingly passes them to the malware operator.

(s26. ( 1) {
ne = CLS1/61. -
contextl = CLS258. -
CLS597. (contextl):
s36 = JSONObject2. |

»
’

throwableb) {

’

{

no. OF
CLS1761. (contextl, s36);

| throwableb) {

’

. . {
{

s/ = s23;

530 s2/:

s18 s28;

s31 §29:;

s12 sl

s15 §22;

s1l S3

s34 = s10;

(s26. ( . 1) 4
rofidomoniriyiSbld = CLS712.

»
’

Implementation of the "startinject” command.




Comparing HOOK to ERMAC2 code

ERMAC?2 sample used - MD5: 1bb6da78e3c379afde1978aecfa067b8.

The commands are largely the same in both samples. The differences are due
to a different approach to implementing the handling of incoming commands
from the command&control server.

The logic of the function implementation and the way it is processed are almost
identical.

All commands that handle incoming Cyrillic command strings are present in
both malware families.

context50 = ab.r;
i.c(context50);
s111 = JSONObject2.
1i.d(s111,
v34 = 1.a()JSONObject2.

10 = n3.f(v34, context50, sl1ll1);

((b)je). ();

}
}

throwable5 = throwable39;

| throwable39) {

Code responsible for running quick operator codes - implementation in HOOK.

(CLS450. (s1, )) {
CLS450. (jSONObject®);
s4 = jSONObjectl. ( );
CLS5450. (s4,

z1 = CLS450. (jSONObjectl. (
CLS312. . (contextl, s4, (( )z1));

Code responsible for running quick operator codes - implementation in ERMAC?2.



sl7 = s9;
s/ = s23;
s30 s27;
s18 s28;
s31 s29;
sl12 sl;
s15 s22;
sll S

e T LN | IO | N | R | BN |

z10 = s26. (

( throwablel4d) {
throwable5 = throwableld;
s16 = s31;
s19 s30;

context26 = ab.r;
i.c{context26):
file® = (context26.

( throwablel5) {
throwable24 = throwablel5;

Cyrillic command-responsive function code - implemented in HOOK.

(CLS450. (s1,

{
filed = (contextl.

( unused ex) {

Cyrillic command-responsive function code - implemented in ERMAC2.




Dynamic analysis

Google Chrome Google Chrome

Google Chrome Enable Google Chrome

G Google Chrome

Allow display over other apps

Enable Google Chrome

< Accessibility Service

DOWNLOADED SERVICES

Use Google Chrome?

Switch Access | ., low this app t play on t f

TalkBack Observe your actions

- , , l ! |

aj

Google Chrome . .
d Retrieve window content

. | r *
’\\(-(‘r | I > cont
( " |
\ '
\_~ .

furn ol

Observe text you type
| des p N
ol

Perform gestures
5 i Al

Open Settings

CANCEL

Screens illustrating the launch of a malicious sample and the automatic escalation of privileges when access
to Accessibility Services is assigned.

Terminal Q

Terminal Terminal Terminal Terminal Terminal

generic x86 64:/data/data/com.cijaliyuvomolo.joveni/app DynamicOptDex
otal 712
- 1 ud a77 ud a77 721303 2023-01-21 17:07 BWMHhK.json
drwx--x--x 3 u@ a77 u0 a77 4096 2023-01-21 16:47 oat
generic x86 64:/data/data/com.cijaliyuvomolo.joveni/app DynamicOptDex # file BWMHhk. json
SWMHhK.json: Zl1p archive data, requlres at least vZ2.0 to extract
generic x86 64:/data/data/com.cijaliyuvomolo.joveni/app DynamicOptDex # cp BWMHhk.json /sdcard
generic x86 64:/data/data/com.cijaliyuvomolo.joveni/app DynamicOptDex # exit
generic x86 64:/data/data $ exit
L2: $ adb pull /sdcard/BWMHhK.json
sdcard/BWMHhk.json: 1 file pulled. 37.1 MB/s (721303 bytes in 0.019s)
L2: $ mv BWMHhk.json malware.zip
L2: $ unzip malware.zip
Archive: malware.zip
inflating: classes.dex
L2: $ file classes.dex
lasses.dex: Dalvik dex file version 038
L2: $ xxd classes.dex | head -

PDOOOO0O0:
POOOO0O10:
POOOO020:
POOOOO30:
PDOOOO040:
PDOOOOO50:
POOOO06O:
PDOOOOOT70:
POOOO0O8O:
POOOO0O90:
L2:

BWMHhk.json file containing the actual malware logic, downloaded from the infected device after dynamic

6465
Daab
0474
0000
ealb
Pals
8908
1895
3095
8e95

780a
ab’79
1800
0000
0000
0000
0000
0400
0400
0400

s i

3033
3b9f
7000
3473
38a9
f85¢C
883
1a95
4595
a495

3800
5380
0000
1800
0000
0100
0300
0400
0400
0400

1ce9
5587
7856
322a
020b
de2f
ecde
1d95
5b95
c095

c354
bcae
3412
0000
0000
0000
1300
0400
0400
0400

dex.038....T.H|.

decryption.




Accessibility is an Android feature designed to support the use of the device by
people with disabilities. This permission allows the system to autonomously
click on the device according to the instructions It receives. Malware uses this
mechanism to escalate privileges. The malicious application requests new
permissions and accepts them by clicking screen buttons.

] Allow Google Chrome to access
photos, media, and files on your D Allow Google Chrome to send and ¥, Allow Google Chron

device? view SMS messages? manage phone call:

DENY ALLOW 2 of | DENY ALLOW 3 of | DENY ALLOW

Escalation of privileges after granting ,,Accessibility Services” permission.

Let app always run in background?

. — Allowing Google Chrome to always run in the
{f Allow Google Chrome to [2] Allow Google Chrome to a background may reduce battery life.

your phone call logs? —your contacts?

You can change this later from Settings > Apps &

notifications.
DENY ALLOW 6 of | DENY ALLOW

DENY ALLOW

Escalation of privileges after granting ,,Accessibility Services” permission.



The application, once installed on the device, changes its icon to that of the
Youtube application. The application executes itself, leaving the running
program In the background. Due to the previously acquired privilege to ignore

pattery saving, the malicious code is not put to sleep. The malware then
launches the Youtube application.

The application has been given permission to run along with the system
startup. When the system is unlocked after the device is booted, the malicious

application is launched and then launches the Youtube application, even
though the user has not taken any such action.

Wyszukaj

s @0 @

Santander SGB Mobile Sklep Play Strefa AR

Ustawienia WhatsApp Wskazowki Youtube

> o

I O <

Malware has changed Its icon on Start the Youtube app after rebooting
Youtube. the device.



Analysis of the artefacts left by the malware on the infected phone revealed the
presence of additional files in the malicious application's folder.

One of these files is settings.xml, a configuration file. |t stores the current
configuration of the running malware. It contains:

- the address of the Command & Control server,
- running functionalities, e.g. keylogger, active overlays,
- administrative privileges status,

- package name of the installed Trojan.

generic x86 64:/data/data/com.cijalliyuvomolo.joveni/shared prefs # 1s
WebViewChromiumPrefs.xml settings.xml
generic x86 64:/data/data/com.cijaliyuvomolo.joveni/shared prefs # cat settings.xml
<?xXml version='1.0" encoding="'utf-8"' standalone='yes' 7>
<map>
<string name="lockDevice">0</string>
<string name="step2">86</string>
<string name="checkProtect">2</string>
<string name="numUrl">14</string>
<string name="hiddenSMS">0</string>
<string name="urls"></string>
<string name="offSound">0</string>
<string name="hasPermitionlime">1674423468</string>
<string name="firstStart">true</string>
<string name="Keylogger">0</string>
<string name="activelnjection"></string>
<string name="urlAdminPanel">http://193.233.196.2:3434</string>
<string name="readPush">0</string>
<string name="step">86</string>
<string name="clearPush">0</string>
<string name="applicationld”">com.cijaliyuvomolo.joveni</string>
<string name="hasPermition">false</string>
<string name="hasNotifPermition">false</string>
</map>
generic x86 64:/data/data/com.cijaliyuvomolo.joveni/shared prefs # B

Captured configuration file on an infected device.



Both static and dynamic analysis showed that communication with the
management server is done by passing JSON objects encrypted with the AES-
CBC algorithm between each other, sent and received via WebSocket.

‘category”: "JSON",

"class”: "org.json.JSONObject”,

‘'method”: "put”,

"args": "[\"wifiIpAddress\",\"<instance: java.lang.Object, $className: java.lang.String>\"1",

"returnValue": "{\"uid\":\" \",\"location\":\"null\",\"batteryLevel\":\"89\
aN"2\" ,\"admin\":\"false\",\"screen\":\"true\",\"1sKeyguardLocked\":\"false\",\"1sDozeMode\":

‘category”: "JSON",

‘class”: "org.json.JSONObject"”,

‘'method”: "put”,

"args": "[\"apps\",\"<instance: java.lang.Object, $className: org.json.JSONArray>\"1",

"returnValue": "{\"uid\":\" \",\"apps\":[\"pl.aliorbank.aib\",\"com.a
androld.contacts\",\"com.android.email\",\"com.androlid.documentsuil\”,\"com.android.galle

category . JN™,
"class”: "org.json.JSONObject”,
"'method”: "put"”,

‘args”: "[\"logs\",\"<instance: java.lang.Object, $className: java.lang.String>\"]",
"returnValue”: "{\"uid\":\" \",\"application\":\"\",\"type\":\"pushlist\”

» " " "
i - Anhadrolqad Kevboarc AL

The constructed JSON objects captured by the API Monitor on the infected device.
These objects are encrypted and sent to the management server.

Burp Suite Community Edition v2022.12.6 - Temporary Project g X

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extensions Learn {0} Settings

Intercept HTTP history WebSockets history Options

—

Hiter: Hiding out of scope items

S’

v Host Method URL Params Edited Status Length MIME type Extension litle Comment ILS P Cookies lime Listener port
027  http://193.233.196.2:3434 GET Isocket io/?EIO=3&transport=polling&sid=1oenn v 200 483 app o/ 193.233.196.2 22:57:352... 8080
028 http://193.233.196.2:3434 GET Isocket io/?EI0=3&transport=polling v 200 567 JSON iof 193.233.196.2 22:57:36 2... 8080
020  http://193.233.196.2:3434 GET Isocket io/?7EIO0=3&transport=websocket&sid=1oecb v 101 474 iof 193.233.196.2 22:57:36 2... 8080
G30  http://193.233.196.2:3434 GET Isocket io/?7EIO=3&transport=polling&sid=1oecb v 200 484 app iof 193.233.196.2 22:57:36 2... 8080
031 http//193.233.196.2:3434 POST /socket io/?EIO=3&transport=polling&sid=1oeob v 400 530 text iof 193.233.196.2 22:57:37 2... 8080
032 http://193.233.196.2:3434 GET Isocket io/?EIO=3&transport=polling&sid=1o0eob v 200 483 app o/ 193.233.196.2 22:57:37 2 8080
033 http://193.233.196.2:3434 GET Isocket i0/?EIO=3&transport=polling v 200 567 JSON o/ 193.233.196.2 22:57:392... 8080
034 hitp://193.233.196.2:3434 GET Isocket i0/7EI0=3&transport=webhsocket&sid=1o0eov v 101 474 1o/ 193.233.196.2 22:57:392... 8080
035 http://193.233.196.2:3434 GET Isocket io/?EIO0=3&transport=polling&sid=1oeov v 200 484 app o/ 193.233.196.2 22:57:392... 8080
036 http://193.233.196.2:3434 POST /socket io/?EIO=3&transport=polling&sid=1oeov v 400 5390 text iof 193.233.196.2 22:57:392... 8080
037 http://193.233.196.2:3434 GET [socket io/?EIO=3&transport=polling&sid=1oeov v 200 483 app 1o/ 193.233.196.2 22:57:39 2... 8080
038 http://193.233.196.2:3434 GET Isocket io/?EIO=3&transport=polling v 200 567 JSON o/ 193.233.196.2 22:57:40 2... 8080
' : I = = - :
Request Response Inspector -
Qa“' ~ ex =2 " = R”‘ Hex Render 8 N = Request Attributes 2 v
] PU‘:;I‘ /socket.10/7ELO=3&transport=polling&sid=loech HTTP/1.1 L HTTP/1.1 400 Bad Request
ACcept: */* 2 Access-Control-Allow-Credentials: true Request Query Parameters 3 v
content-Type: ’.-x',."p'.eln;‘:|1nl-;—-t:‘TF-'F: 1 Access-Control-Allow-Headers: A ept, authorization, content-Type, Content-Length,
] Content- l:éngt—:h: 'f:i.::- . X-CSRF-Token, Token, session, Origin, Host, Connection, Accept-Encoding, Accept-Language, Request Body Parameters l -
Host: 193.233.196.2:3434 X-Requested-With
Connection: close | Access-Control-Allow-Methods: POST, OPTIONS, GET, PUT, DELETE .
Accept-Encoding: gzip, deflate > Access-Control-Allow-0Origin: http://163.233.196.2 Request Headers | v
3 User-Agent: ckhttp/3.8.1 Content-Type: text/plain; charset=utf-8
" X-Content-Type-Options: nosniff Response Headers a v
60:42(" login", * xtYX+RwiFJIrsSsmQeKhSmxTDgUMBXdImqOuz0Clcvhe=\n" ] Date: Sun, 22 Jan 2023 21:57:37 GMT
Content-Length: 16
.0 Connection: close
2 payload: paused
(7)o} € > 0 matches __;‘-f_{:’_:l Cl | 2 £a 0 matches

A fragment of decrypted communication between the infected device and the C2 server (visible response 400 to a
request generated by the malware).



Fiiter: Hiding out of scope items

[ v Host Method URL Params Edited Status Length MIME type Extension hitle Comment TLS
§927 http:/7/193.233.196.2:3434 GET [socket io/7EIO=3&transport=poiling&sid=1oenn v 200 483 app 1o/
1928  http://193.233.196.2:3434 GET [socket io/7EIO=3&transport=polling v 200 567 JSON 1o/
1020  http//193.233.106.2:3434  GET  /socket io/?EIO=3&transport=websocket&sid=1oech J 101 474 iof
1930 http://193.233 196.2:3434 GET Isocket io/?EIO=3&transport=polling&sid=1oeob v 200 484 app 1o/
031  http.//193.233.196.2:3434 POST /socket.io/?EIO=3&transport=polling&sid=1oeob v 400 539 text 1o/
1932  http://193.233.196.2:3434 GET Isocket io/?EIO=3&transport=polling&sid=1o0eob v 200 483 app LY
933 http://193.233.196.2:3434  GET /socket io/?EIO=3&transport=polling v 200 567 JSON o/
1934 http://193.233.196.2:3434 GET Isocket i0/7EI0=3&transport=websocket&sid=1oeov v 101 474 1o/
5935 http://193.233.196.2:3434 GET [socket io/7EIO=3&transport=polling&sid=1oeov v 200 484 app 1o/
1936  http://193.233.196.2:3434 POST /socket io/?EIO=3&transport=polling&sid=1oeov v 400 539 text 1o/
037  http://193.233.196.2:3434  GET  /socket io/?EI0=3&transport=polling&sid=1o0eov v 200 483  app iof
5938 http //193.233 196.2:3434 GET Isocket io/7EIO=3&transport=polling v 200 567 JSON 1o/

Request Response

| Raw  Hex n = Pretty Raw  Hex

| bET /socket.10/7EIO0=3&transport=pelling HTTP/1.1 L HTTP/1.1 200 XK

2 Accept: */* 2 Access-Control-Allow-Credentials: true

1 Host: 193.233.196.2:3434 1 Access-Control-Allow-Headers: Accept, Authorization, Conte

X-CSRF-Token, Token, session, Origin, Host, Connection, Ac
X-Requested-with

4 Access-Control-Allow-Methods: POST, OPTIONS, GET, PUT, DEL

Access-Control-Allow-0Origin: http://163.233.196.2

- 5 Content-Type: applicaticn/octet-stream

7 Date: Sun, 22 Jan 2023 21:57:39 GMT

7 Content-Length: 87

2 Connection: close

4 Connection: close
S Accept-Encoding: gzip, detflate
5 User-Agent: okhttp/3.8.1

11 yo{"s1d*:"loeov","upgrades" :["websocket"],"pinglnterval®::

Fragment of communication between the infected device and the Command & Control server

HOOKBOT PANEL X +

eZpleczZond

5.42.199.22

1 ‘
|t]

“H'. ||

1]

I I
T
' |n||"

It ||

I
i
l"
)
il

|
il
'.HH

I
|
“||“‘
I
I

|

it
|
|

i

I
1
""M'
HH
(il
|
I

"'Hllll“m'

|
! |

l

Codeword

&

Select language English V

HIHT

NI

Login panel of the Command & Control server.



Injects

The overlays used by the HOOK malware are very complex and sophisticated.
If an application on the list of targeted applications uses a multi-screen login
process - the overlays used will have mapped It.

We identified a total of 772 prepared overlays and the full list can be found In
Appendix B of this report. The list includes 24 applications from Polish
companies. These include mobile banking, shopping platform and utility
applications.

’ 1252 @& @ R 1252 & @
content://com.android.providers.downlc ~ [3] § content://com.android.providers.downlc  [3]

BusinessPro

LITE

BusinessPro

LITE

Zaloguij
Wpisz identyt | J | J
Wpisz wybrane znaki hasta dla 12345678
1 2 3 4 5 6 7 8 9 10 11 12
DALEJ

/ZALOGUJ

Overlay prepared for Alior Bank users - business banking.



119 & & \ N |

content://com.android.providers.downlc 8 :

Aktywacja aplikacji

Login

Podaj login, ktorego uzywasz do logowania w serwisie
na stronie www Nest Banku. Jezeli jeszcze sie nie
logowates podaj login, ktory otrzymates wraz z umowa.

Twoj login Nest Bank

Podaj login

Gotowe

An overlay prepared for Nest Bank mobile banking users.

| 1257 & & \ N |

content://com.android.providers.downlc :

& Santander

Zaloguj sie do Twojej Nowej Bankowosci

Podaj login

Podaj hasto
Nastgpito pomysine wylogowanie

Dalej

An overlay prepared for
Santander Bank mobile
banking users.

- e e A5 AR i oo

(-

119 & & \ |
content://com.android.providers.downlc B :
Aktywacja aplikac;i

Wpisz swoje hasto:
Hasto
ZALOGUJ
<4 O C

B e

————— e - e —— — v

(-

1:00 & @ \ I
content://com.android.providers.downlc 12| e
R&®SSMANN

Nazwa uzytkownika/e-mail
Hasto
@

PRZYPOMNIJ HASLO

ZALOGUJ SIE

An overlay prepared for users
of the Rossmann retail chain

app.




initial-access
8 techniques

Deliver Malicious App via
Authorized App Store

Deliver Malicious App via
Other Means

Drive-By Compromise

Exploit via Radio Interfaces

Lockscreen Bypass

Masquerade as Legitimate
Application

Replication Through
Removable Media

Supply Chain Compromise

MITRE ATT&CK

Below is a matrix of the MITRE MOBILE ATT&CK framework, with mapped
HOOKBOT malware techniques.

Below is a table with indications of the use of techniques.

discovery
8 techniques

File and Directory Discovery
Location Tracking

Network Service Scanning
Process Discovery

Software Discovery
Discovery

System Network

Configuration Discovery

Connections Discovery

collection
15 techniques

Abuse Accessibility Features

Access Notifications

Access Sensitive Data in
Device Logs

Adversary-in-the-Middle

Archive Collected Data

Audio Capture

Call Control

Clipboard Data

Data from Local System

Input Capture

Location Tracking

Protected User Data

Screen Capture

Stored Application Data

Video Capture

credential-access
8 techniques

Abuse Accessibility Features

Access Notifications

Access Sensitive Data in
Device Logs

Clipboard Data

Credentials from Password
Store

Exploit TEE Vulnerability

Input Capture

Steal Application Access
Token

privilege-escalati...
4 techniques

Abuse Elevation Control
Mechaniam

Exploit TEE Vulnerability

Exploitation for Privilege
Escalation

Process Injection

impact

10 techniques

Abuse Accessibility Features

Account Access Removal

Call Control

Data Encrypted for Impact

Data Manipulation

Endpoint Denial of Service

Generate Traffic from Victim

Input Injection

Network Denial of Service

SMS Control

defense-evasion
17 techniques

Abuse Accessibility Features

Download New Code at
Runtime

Execution Guardrails

Foreground Persistence

Hide Artifacts

Hooking

Impair Defenses

Indicator Removal on Host

Input Injection

Masquerade as Legitimate
Application

Modify Trusted Execution
Environment

Native API

Obfuscated Files or
Information

Process Injection

Proxy Through Victim

Subvert Trust Controls

Virtualization/Sandbox
Evasion

network-effecis
2 techniques

execution command-and-contro...

3 techniques 9 techniques

Command and Scripting
Interpreter

Application Layer Protocol Exploit SS7 to Redirect

Phone Calls/SMS

Call Control

Native API SIM Card Swap

Scheduled Task/Job

persistence
9 techniques

Boot or Logon Initialization
Scripts

Compromise Application
Executable

Compromise Client Software
Binary

Event Triggered Execution
Foreground Persistence
Hijack Execution Flow

Modify Cached Executable
Code

Modify Trusted Execution

Environment

Scheduled Task/Job

exfiltration
3 techniques

Commonly Used Port

Exfiltration Over Alternative
Protocol

Exfiltration Over C2 Channel

remote-service-eff...

2 techniques

Obtain Device Cloud
Backups

Remotely Wipe Data Without
Authorization

lateral-movement
3 techniques

Attack PC via USB
Connection

Exploitation of Remote
Services

Replication Through
Removable Media

MITRE framework matrix for Android mobile devices.

Technic nhame

Implementation

Masquerade as
Legitimate Application

At the moment, the application mimics Google Chrome (nhame, icon). After installation, it changes its icon, when you launch
it, it executes its code and then launches the application it pretends to be.

The malware has the authority to read GPS positions. Both C2 and the application code have the appropriate functions to

Location Tracking read the position and send it to the operator.

File and Directory

D The application code uses fmmanager to read the directory structure.
iIscovery

Process Discovery The application checks what processes are running.

Software Discovery The application downloads a list of installed applications on the device and sends it to C2.

System Information

Discovery The application checks the language, operator, IMElI number and phone model.

System Network
Configuration
Discovery

Information on SIM cards and telecom operators is acquired.



Technic name Implementation

Abuse Accessibility
Features

The application uses the ,,Accessibility Services” permission to escalate permissions.

Call Control The application has a number of features that support voice calls.

Data trom Local The application has functionalities for reading files from disk (e.g.: galleries).

System
Input Capture This technique has been implemented in keylogger and inject functions.
Screen Capture The malware has functionality to take screenshots and stream the screen to the operator via vnc.
Abuse Elevation This technigue combines with T1453 and additional device administrator mechanisms that the application obtains during its
Control Mechanism operation.
Input Injection The application has the ability to insert text taken from C2 in text fields.
SMS Control The malware has full support for handling SMS messages.
Foreground Persistence The malware's code includes references to startForeground(), an Android platform APl method.

Obfuscated Files or

. The application code is zaobfuscated, the strings are encoded with base64.
Information

Communication with C2 is carried out using the TLS protocol. Transmitted information is saved as JSON objects and then

Encrypted Channel encrypted using the AES algorithm.

Non-Standard Port Communication with C2 takes place on port 3434.

Boot or Logon

R . The application acquires the BOOT_COMPLETED privilege, which allows it to start as soon as the device boots up.
Initialization Scripts




Pivoting by icon hash

sha256

Appendix A: Pivoting

com.facaceyuyarivi.punupi Google Chrome
com.zuxivajajasa.voce Google Chrome
com.yecomevusaso.pisifo GoogleChrome

com.cijaliyuvomolo. joveni Google Chrome
com.yecomevusaso.pisifo GoogleChrome

com.zuxivajajasa.voce Google Chrome
com.zuxivajajasa.voce Google Chrome
com.damariwonomiwi.docebi Google Chrome
com.pavocaroyeraxo.gupu Google Chrome
com.damariwonomiwi.docebi Google Chrome
com.damariwonomiwi.docebi Google Chrome
com.damariwonomiwi.docebi Google Chrome

Pivoting by C2: 193.233.196[.]2

sha256 package apphame

com.facaceyuyarivi.punupi Google Chrome

com.zuxivajajasa.voce Google Chrome
com.yecomevusaso.pisifo GoogleChrome
com.cijaliyuvomolo. joveni Google Chrome
com.yecomevusaso.pisifo GoogleChrome
Google Chrome

com.zuxivajajasa.voce

com.zuxivajajasa.voce Google Chrome

Pivoting by C2 5.42.199].]22

package appname

com.damariwonomiwi.docebi Google Chrome

com.pavocaroyeraxo.gupu Google Chrome
com.damariwonomiwi.docebi Google Chrome
com.damariwonomiwi.docebi Google Chrome
com.damariwonomiwi.docebi Google Chrome

com.lojibiwawajinu.guna Google Chrome



ae.ahb.digital
ae.almasraf.mobileapp
ae.hsbc.hsbcuae

air.app.scb.breeze.android.main.my.prod
air.com.inversis.AndbankSmartphone

alior.bankingapp.android
app.alansari

app.wizink.es

app.wizink.pt

ar.bapro
ar.com.bcopatagonia.android
ar.com.redlink.custom
ar.com.santander.rio.mbanking
ar.macro

at.erstebank.george
at.ing.diba.client.onlinebanking
at.rsg.pfp

at.spardat.bcrmobile
at.volksbank.volksbankmobile
au.com.amp.myportfolio.android
au.com.bankwest.mobile
au.com.commbank.commbiz.prod
au.com.cua.mb
au.com.hsbc.hsbcaustralia
au.com.ingdirect.android
au.com.macquarie.authenticator
au.com.macquarie.banking
au.com.mebank.banking
au.com.nab.mobile
au.com.newcastlepermanent
au.com.pnbank.android
au.com.rams.RAMS
au.com.suncorp.marketplace
au.com.suncorp.rsa.suncorpsecured
au.com.suncorp.SuncorpBank
au.com.ubank.internetbanking
be.argenta.bankieren
be.axa.mobilebanking
be.belfius.directmobile.android
br.com.bradesco.next
br.com.intermedium
br.com.modalmais
br.com.original.bank
br.com.uol.ps.myaccount
ca.affinitycu.mobile
ca.bnc.android
ca.hsbc.hsbccanada
ca.manulife.MobileGBRS
ca.mobile.explorer
ca.motusbank.mapp
ca.pcfinancial.bank
ca.servus.mbanking
ca.tangerine.clients.banking.app
cc.bitbank.bitbank
cgd.pt.caixadirectaparticulares
ch.autoscout?24.autoscout?24
cl.android

cl.bancochile.mbanking

clientapp.swiftcom.org
co.bitx.android.wallet
co.com.bancoagrario.icbanking
co.com.bancofalabella.mobile.omc
co.com.bbva.mb
co.edgesecure.app
com.a2a.android.burgan
com.aadhk.woinvoice

Appendix B: Injects

com.aaib
com.abanca.bancaempresas
com.abanca.bm.pt
com.abnamro.nl.mobile.payments
com.acceltree.mtc.screens
com.accessbank.accessbankapp
com.adcb.bank
com.adcb.cbgdigi
com.adcb.simplylife
com.adib.mobile
com.advantage.RaiffeisenBank
com.aff.otpdirekt
com.ahlibank.personal
com.airbitz

com.airbnb.android
com.akbank.android.apps.akbank_direkt
com.aktifbank.nkolay
com.alahli.mobile.android

com.alahli.quickpay

com.albarakaapp

com.alibaba.intl.android.apps.poseidon

com.alinma.retail.mobile
com.alliance. AOPMobileApp
com.alloapp.yump

com.ally.MobileBanking
com.alrajhibank.mobile

com.alrajhiretailapp
com.amazon.mShop.android.shopping
com.amazon.sellermobile.android
com.ambank.ambankonline
com.americanexpress.android.acctsvcs.us
com.amx.amxremit
com.anabatic.canadia
com.anadolubank.android
com.android.vending
com.anz.android.gomoney
com.anz.transactive.global
com.aol.mobile.aolapp
com.app.ecobank
com.appfactory.tmb
com.arabbank.arabimobilev2
com.arkea.android.application.cmb
com.arkea.android.application.cmso?2
com.aso1

com.aso

com.asseco.hybrid.bos.prod
com.aswat.carrefouruae
com.atb.ATBMobile
com.atb.businessmobile
com.atomyes

com.att.myWireless
com.aub.mobilebanking.kw.phone
com.axabanque.fr

com.axis.mobile
com.azimo.sendmoney
com.bancocajasocial.geolocation
com.bancodebogota.bancamouvil
com.bancodevenezuela.bdvdigital
com.bancomer.mbanking
com.bancsabadell.wallet
com.banesco.samfbancamovilunificada
com.baninter

com.BankAlIBilad
com.BankAlIBilad.EnjazApp
com.bankaustria.android.olb
com.bankfab.pbg.ae.dubaifirst

com.bankia.wallet
com.bankinter.bkwallet
com.bankinter.empresas
com.bankinter.launcher
com.bankinter.portugal.bmb
com.bankofbaroda.mconnect

com.bankofqueensland.boq
com.BanqueMisr.MobileBanking
com.barclaycardus
com.barclays.android.barclaysmobilebanking

com.barclays.ke.mobile.android.ui
com.Barwa

com.base.bankalfalah
com.bawagpsk.bawagpsk
com.bbt.myfi
com.bbva.bbvacontigo
com.bbva.GEMA
com.bbva.mobile.pt
com.bbva.netcash
com.bbva.nxt_peru

com.bca

com.bca.halobca.android
com.bcp.bank.bcp
com.bendigobank.mobile
com.beobank_prod.bad
com.binance.dev
com.bitcoin.mwallet
com.bitfinex.mobileapp
com.bitmarket.trader
com.bitpanda.bitpanda
com.bitpay.wallet
com.bittrex.trade
com.bmoharris.digital
com.bmo.mobile

com.bnc.finance
com.bnhp.payments.paymentsapp
com.bnpp.easybanking
com.bochk.com

com.boi.mpay

com.booking

com.BOQSecure
com.botw.mobilebanking
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