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International Phishing Campaign Impersonating Postal Institutions:
Analysis

Introduction:

This report presents the results of our latest CTl analysis of a particularly malicious phishing
campaign targeting traditional mail users around the world. The campaign was characterized
by sophistication and large scale, with attackers targeting countries such as Poland, Bolivia,
Norway, Portugal, Kuwait, Estonia and many others.

The most disturbing aspect of this campaign was its specificity: the attackers impersonated
various trusted postal institutions in order to mislead users
and steal their cash. The criminals sent messages informing
about alleged shipping problems, containing a link to a fake website. Users who clicked on the
link were redirected to a page that looked identical to the real post office website, where they
were asked to enter their payment card details.

Through our analysis, however, we were able to identify the infrastructure used by the
attackers in this campaign, including server locations, domains and IP addresses. Moreover,
we were able to uncover the administrative panels used by the attackers to monitor and
manage their attacks. These discoveries have enabled us to gain a deeper understanding of
the strategies and tactics used by the attackers, and have provided valuable information that
can help counter such attacks in the future.
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Figure 1 - Admin panel for a phishing campaign on: Post Office.
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Analysis:

Statistics:

The infrastructure used in the phishing campaign in question was complex and extensive,
once again highlighting the elaborate nature of this type of attack. The attackers used a
variety of domains and IP addresses, indicating the wide reach and complex nature of their
operations.
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Figure 2 - Top 10 IP networks used in attacks.

Our analysis identified unique domains that were used as part of this campaign. Among
them, domains with suffixes such as .top, .xyz, .buzz were particularly common, which may
suggest the attackers' preference for specific types of domains.
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Figure 3 - Top 10 domains used in attacks.
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In addition, thanks to the ASN information, we were able to identify organizations that were
often used as launching points for attacks. These organizations came from different
countries, which shows how global the scope of this campaign was.

Top 10 ASN organizations by number of unique domains/IPs
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Figure 4 - Top 10 ASNs used in attacks.
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Infrastructure tracking:

The address of the fake site impersonating the Polish Post Office: poczta-polskad|.]top
IP address: 129.226.159[.]245
mmbh3 favicon hash: 1797175259

[ ] Sledzenie przesytek - Tracking X +

& > C A Niezabezpieczona | 129.226.159.245/#

«2 Poczta Polska - 0

- Unia Europejska Strona gtéwna | O firmie | Biuro prasowe | Praca | Kontakt |

2 ME

Paczki i listy Finanse ePoczta Filatelistyka Biznes Uslugi logistyczne | Odbiér w PUNKCIE || e-Dorgczenia Q

Strona giéwna > Wspolpraca > Sledzenie przesylek - Tracking

Status przesytki

Twoj numer pakietu: 856704565
Zawiadomienie o porazce dostawy

« Poniewaz adres dostawy nie jest jasny, pakiet nie jest dostarczany
« Twoj pakiet powrdcit do naszego centrum operacyjnego

« Zaktualizuj swdj adres, wyslemy ponownie w 21.07.2023

Passive DNS:
e postal-polskad[.]top
e omnivail.]xyz
e trojan.zohocloud|.]xyz

Device type:

Desktop

User agent:

Scanning URL: https://poczta-polskad.top
Adres IP: 129.226.159.245

Oznacz IP jako niebezpieczne
Serwisy:

Shodan GreyNoise VirusTotal Censys CriminallP URLScan

Powigzane domeny (50):

poczta-polskad.top 2023-07-20 11:46:21 2023-07-20 09:50:18
omnivai.xyz 2023-07-17 08:00:22 2023-07-15 11:04:34

trojan.zohocloud.xyz 2021-11-22 11:30:38 2020-10-27 14:34:12
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FOFA.info:
Query: ip="129.226.159.245"

ip="129.226.159.245" Pricing Support
FOFA

e IP) ,94 ms Keyword Search. 7 L, APl

L
ck to view all results

TOP FID

mwPk... Lastupdate time
OFCO1...

COUNTR

Singapore &z 129.226.159.245:22 129.226.159.245 - 2023-07-17

https://129.226.159.245 | mwP.i2°  129.226.159.245 - 2023-07-16

https://129.226.159.245 129.226.159.245 443 N 2023-07-16

129.226.159.245 |mwP. 12 129.226.159.245 - 2023-07-16

129.226.159.245 129.226.159.245 8 N 2023-07-16

www.omnivaixyz ~OFC.22%* 129.226.159.245 8 omnivai.x 2023-07-15

OPEN PO —
https://www.omnivai.xyz ~mwP. #23° 129.226.159.245 443 omnival.x 2023-07-15

999+

» omnivai.xyz ' OFC 129.226.159.245 8 omnival.x 2023-07-15

¥ https/omnivaixyz | mwP.. 2> 129.226.159.245 143 omnivai.x 2023-07-15

FOFA.info FID:
Query: fid="mwPk6F0j6GOYSMxscpiQbg=="

Pricing Support

More  Selectall

> ) 252 ms Keyword Search 8 O L AR

) view all results

Lastupdate time

OUNTR

United St... &

Germany g https/Ar-ptigovtr.top w2 172.67.174.223 ' tr-ptigovir 2023-07-20

>=
South’Africay 3% htips/correos-zl.net  mwp. %% 104.21.70.151 4 corTeos-z! 2023-07-20

Seychelles Z

609
wP...

https://www.resubmito. 173.82.206.249 143 resubmito 2023-07-20

Singapore

hitps://www.open-rich.top ~mwP. 2% 82.206.126 (43 open-rich 2023-07-20

https//173.82.206.126 | mwP.2%®  173.82.206.126 (a = 2023-07-20
https://23.94.169.116 mwP. 02 23.94.169.116 4 = 2023-07-20
https//45.32.152.87 | mwP.>°° 45.32.152.87 4 - 2023-07-20
https/georgianposttop mwP.2%®  23.94.169.116 4 georgiant 2023-07-20

https//israelpostoffice.t... |mwP.2%% 45.32.152.87 israelpost 2023-07-20

https//resubmito.top ~ mwP. o ( 3 resubmitc 2023-07-20

> SERVERS
nginx/1.24.0

cloudflare
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Identified and active phishing sites as of 20.07.2023:
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Greece - hxxp://104.156.227[.]106/4#/.
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Singapore - hxxp://5.161.220[.]107/#/

Send & Receive v Shop v Pay v Financisl Services & More v

Tracking results
You tracking number: R690382803148
IMPORTANT NOTICE ABOUT YOUR DELIVERY

« STATUS:PACKAGE HFLD AT OUR DISTRIBUTINON CENTER
« CURRENT PROCESSING AT OUR ENFIELD TERMINAL

« MISSING PAYMENT OF $1.07

« YOUR PACKAGE WILL BE SENT WHEN THE AMOUNT IS PAID

ABOUT U

OUR SURSIDIARIES
ariersPles

OTHER SERVICES

Send & Receive v Shop v Pay v Financisl Services & More v

Personal data
Dear user please Tl in e form o ensurs  delivery successtull

Enter your personal information

First name

Lest name

Phonc

E-MAIL

Address

city

state

If you enter your mobilo number, you will receive 3 text message to confirm the codo. The same number will also be used for the recovery of login credentials

Send & Roceive v Shop v Pay v Financiol Services & More v (

Pay online.
We will e & servics fes for reliun

TOTAL: $1.67

Enter your credit card number

Card number

v 0

Cardholder

Expity ow

b wm

SEND & RECEVE

ABOUT US

OUR SUBSIDIARIES

Famous Holdings
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8 v
f @ v in @
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€ O A Nessbeiccons | 14926862119/4/sckress b G 0 @ &
o Particular Empresa Busca en correos.es Q &  INICIAR SESION
= usca en correos.es Q
N4 kil
Direccién de envio
SuNombre
BIRRERION: ia cate o nomero da casa
RisnesidoPeraliasa (ARsiantilco de habacisn, etc
b
Ciudad
Estado | Provincla / Regién
Cédigo Postal
Correo Electronico
Nmero De Teléfono
| Acrunlizacitn Inmadintamanta
0| & teveritosCormne-08e x | x
€ O At 149 268.6219/4/cord 2 ¢ o+ e &[]
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Pago en linea
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pago
Sum global: 027€
DY Titular De La Tarjeta
Nimero De Tarjeta
[ 0000
v 20 EEER & = o B =2
Codige
MMYY 123 °
| Erimogar
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Para tu empresa v
Para tu interés v
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Bolivia - hxxps://posta-hr[.]top/#/
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DHL Germany - hxxp://208.85.22[.]235/#/
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DPD Hungary - hxxp://208.85.19[.]234/#/.
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Italy - hxxp://64.176.189[.]221/#/
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Estonia - hxxp://144.202.101[.]217/4/.
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montant forfaitaire: 0.27€

fl

IR = oM@

Authors:

Karol Paciorek
Patryk Baryszewski
CSIRT KNF



KNF

\CSIRT TLP:CLEAR
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[~ B

.
€ G B e ¢ o a 9[-
ctt a ®
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DOMOV POSTNE STORITVE DENARNE STORITVE E-STORIVE TRGOVINA ZNAMKE INFILATELIIA MOJAPOSTA
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DOMOV POSTNE STORITVE DENARNE STORITVE E-STORIVE TRGOVINA ZNAMKE INFILATELIA MOJAPOSTA
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abrazes ot uspotns oSt
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Slovakia - hxxps://postcentes[.]shop/#/
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= =

e

= Doeww 2023 Rk

<\ D s e

HEERm

D | @ oossasraasstn x|+ - o x‘
< C awm R — ¢ o= a @[]
= Do 2023 HRNHE
-
+85212312312
@
Authors:

Karol Paciorek

Patryk Baryszewski
CSIRT KNF



KNF
CSIRT TLP:CLEAR

South Africa - hxxps://www.postkl[.]top/#/

D | O celpnosecoss todiom % |+
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Welcome back!

We reward you for using our points senvces

Query your vodacom points

Next

Vodacom South Africa

Need some help? @ Chattous online , Orcall us on 082 17844

Orders Get the best deals In-store Help and Support Getin touch
Track my order Upgrade Book an sppointment COVID-19 Updstes Contactus
Order history Browse all devices In-store deals. Frequently asked questions Find a store
Daliveics and retums S only Vodacom World & Events Managing your data Reportscams & hoaxos:

Repairs and aftersales. Network Maintenance Yy OO

ar Viodscom Cus 3123

lacom Points Program reminds you that the current points i your account (5240 points) will exgire

 points for rewards i time

ys. To avoid

oginto dacom of use our Vodacom App. DIal ™1 ™ your prepsia number and seiect
“Talking Poinls’ SMS TP 10 31050, Visit 3 Smartcom-owned S10fo noar you,
in caso of any dispule, Vodzco s the 1ght of ival decision,

Vodacom South Africa
Noed soma help? Chat 1o us oniine S, Orcallus on 08217844

Orders Get the best deals In-store Help and Support Getin touch

Track my order Upgrade Book an appointment COVID-19 Updates Contact us
Order history Browse all davices In-store doals Frequently asked questions Find a store
s only Vodacom World & Events Managing your data Roport scams & hoaxes

Deliveries and retums

Repairs and aftersales Network Malntenance LYy DO

Aboutus | Financial results | Investors | Corporate responsibiliies | Press and Media | Carsers Torms & conditions | Privacy policy | 2022 Vodacom

Holp

Points Available Transfer Paints.
]

Hanlin Future69 ENC Nolse-cancelling esports Hanlin Future69 ENC Noise-cancelling esports
Headphones Headphones
R20 48,000 Credits R20 48,000 Credits

+ 0 +
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Your details

Fultname

Celphone pumber

Email address

Delivery address
Where would you like us o defver your price?

acd sdéress name

Town  Clty

Provece

Postalcode

Payment R20

Ordor Number: 8000161595

Name an Card

Card Numoer

Expny Date cw

Vodacom South Africa
Need some heip? 2 Chat 1o us online 4, Orcallus on 082 17844

Orders Get the best deals In-store Help and Support Getintouch
Track my order Upgrade Book an appointment COVID-19 Updates Contact us
Order history Browse all devic In-store deals Frequently asked questions. Find a store

Deliveries and rotums M only Vodacom World & Events Managing your data Report scams & hoares

Repairs and anersa Network Maintenanca oy O
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IP addresses:
'103.151.111.118", '149.248.62.119",
'103.98.214.162", '149.28.201.221",
'104.129.12.121", '149.28.208.111",
'104.129.5.252", '149.28.226.35",
'104.156.227.106", '149.28.38.126",
'104.156.246.190"', '149.28.38.249",
'104.156.249.2", '149.28.43.195",
'104.156.251.78", '149.28.62.146",
'104.156.253.227", '149.28.63.46",
'104.207.128.120", '149.28.71.13",
'104.223.16.73", '149.28.84.225",
'104.238.133.120"', '149.28.88.157",
'104.255.175.208", '154.83.13.111",
'104.255.175.222", '154.91.90.199",
'108.61.160.52", '155.138.129.182",
'108.61.33.78"', '155.138.139.69",
'114.134.188.253", '155.94.134.184",
'124.223.176.9", '155.94.158.177",
'129.226.159.245", '155.94.177.157",
'137.220.55.113", '155.94.184.138",
'139.180.164.37", '155.94.184.6",
'139.84.226.125", '156.247.14.118",
'139.84.226.99", '156.247.14.86",
'139.84.227.159", '173.82.154.157",
'139.84.233.210", '173.82.154.186",
'139.84.233.31", '173.82.154.189"',
'140.82.0.152", '173.82.154.31",
'140.82.30.209", '173.82.154.36",
'140.82.8.101", '173.82.154.72",
'141.164.61.184", '173.82.206.126",
'144.202.0.28", '173.82.206.137",
'144.202.101.217"', '173.82.206.196",
'144.202.103.83", '173.82.206.197",
'144.202.114.215", '173.82.206.235",
'144.202.125.124", '173.82.206.249",
'144.202.3.244 ", '173.82.206.3",
'144.202.4.59", '173.82.206.56",
'144.202.83.235", '173.82.212.178",
'149.248.19.0", '173.82.212.186",

Authors:

Karol Paciorek
Patryk Baryszewski
CSIRT KNF




KNF
SIRT

TLP:CLEAR
'173.82.212.214", '198.148.118.175",
'173.82.212.215", '198.23.174.146",
'173.82.212.222", '198.55.102.75",
'173.82.212.235", '198.55.106.95",
'173.82.212.252", '198.55.122.45",
'173.82.219.159", '204.152.210.108",
'173.82.219.165", '204.44.108.203",
'173.82.219.213", '204.44.108.223",
'173.82.219.3", '204.44.108.224",
'173.82.219.77", '204.44.85.69",
'173.82.227.117", '207.148.28.224",
'173.82.227.33", '207.148.28.49",
'173.82.232.105", '207.246.102.100",
'173.82.232.212", '207.246.105.140",
'173.82.232.60", '207.246.112.85",
'173.82.235.173", '207.246.124.250",
'173.82.235.191", '207.246.126.63",
'173.82.235.245", '207.246.65.116",
'173.82.240.112", '207.246.80.243",
'173.82.240.130", '207.246.94.203",
'173.82.240.146", '207.246.99.46",
'173.82.240.50", '208.167.242.249",
'173.82.240.87", '208.83.236.51",
'173.82.245.184 ", '208.85.19.234",
'173.82.245.51", '208.85.20.150",
'173.82.255.152", '208.85.22.235",
'173.82.255.164", '208.85.23.97",
'173.82.255.166", '23.94.169.116",
'173.82.255.167", '23.94.169.14",
'173.82.255.19", '23.94.169.144",
'173.82.255.249", '23.94.197.141",
'173.82.255.43", '23.94.199.14",
'173.82.255.72", '23.94.207.106",
'173.82.255.93", '23.94.207.108",
'192.161.56.19", '23.94.207.144",
'192.227.177.161", '23.95.173.174",
'192.227.177.177", '23.95.233.133",
'192.227.177.179", '34.90.241.250",
'192.227.190.110", '38.54.1.56",
'192.227.190.157", '38.54.24.11",
'195.58.48.175", '38.54.27.114",
'195.58.49.180", '38.54.63.125",
'195.58.49.48", '38.54.63.216",
'198.148.118.153", '38.54.94.67",

Authors:

Karol Paciorek
Patryk Baryszewski
CSIRT KNF




KNF
SIRT

'38.54.94.83",
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'38.60.204.95",

'47.254.42.42",

'38.60.216.212",

'47.88.106.114",

'38.60.249.15",

'47.89.195.232",

'43.130.48.56",

'47.89.213.32",

'43.135.178.182",

'47.91.67.82",

'43.153.12.103",

'5.161.220.107",

'43.157.38.106",

'64.112.43.162",

'43.157.39.165",

'64.112.43.202",

'45.32.152.87",

'64.176.189.221",

'45.32.22.197",

'64.176.192.239",

'45.32.55.238",

'64.176.192.45",

'45.32.72.244",

'64.176.194.62",

'45.32.83.223",

'64.176.198.134",

'45.63.14.93",

'64.176.199.164",

'45.63.20.123",

'64.176.199.196",

'45.63.68.189",

'64.176.199.198",

'45.63.71.196",

'64.176.199.201",

'45.63.79.223",

'64.176.199.205",

'45.63.9.215",

'64.176.199.216",

'45.76.13.100",

'64.176.199.225",

'45.76.13.243",

'64.176.51.66",

'45.76.142.32",

'65.20.96.205",

'45.76.2.233",

'66.135.10.5 ",

'45.76.21.156",

'66.135.11.84",

'45.76.231.238",

'66.135.12.242",

'45.76.253.142",

'66.135.13.93",

'45.76.5.187",

'66.135.15.90",

'45.76.67.10",

'66.135.17.176",

'45.76.70.249",

'66.135.18.112",

'45.77.115.221",

'66.135.21.194",

'45.77.121.135",

'66.135.23.137",

'45.77.158.114",

'66.135.25.163",

'45.77.159.65",

'66.135.28.18",

'45.77.165.177",

'66.135.29.131",

'45.77.165.36",

'66.135.29.53",

'45.77.189.75",

'66.135.5.56",

'45.77.193.130",

'66.135.7.245",

'45.77.194.130",

'66.42.105.67 ",

'45.77.201.71",

'66.42.107.46",

'45.77.204.98",

'66.42.127.93",

'47.251.16.77",

'67.219.97.186",

'47.251.17.155",

'95.179.224.112'
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Domains:

'an-post.xyz',

"anpost-track.top’,

'cri-poste-server.top',

"atpost.pro’,

'cri-poster-track.top',

"ausposts.net’',

'cypruspost-post.services'

"autopase.top’',

"de-posts-dhl.top’,

'autopass-no.cc',

"dhighpu.xyz',

'autopass.bio’,

"dpd-hu.top’,

"autopassno-top.top"',

'elt5bpf2.com’,

"autopassno.top',

'eeporstee.com’,

'avantrawr.shop',

'eeposte.net’,

"bahrainpost.top’,

'elta-help.top’,

"bpost-be.top’,

'elta-new.top’',

"bpost.vip',

'elta-news.top’',

'ceskaposta.top',

'elta-post.top’,

'chl-correos.top’,

'eltagr.monster',

'chl-pose-server.top',

'eltagr.one’,

'chl-poster-track.top',

'eltagr.top’,

"chl-postese-track.top',

"enposta.top’,

"chl-postets-track.top',

'epost-go-kr.xyz',

'chl-postse-track.top',

"etc-jp-nexco-etc.top’,

'foodnew.top',

'coles--au.shop', 'foodpandatw.top',
'coles-au.co', "frpost.fr',
'coles.com', 'georgianpost.top’,
'correo.monster', "govuk.top',
'correos-cl.cc’, 'grupoice.vip',
'correos-cl.services"', "hellotoby.top"',
'correos-cr.top', "hk-shell.top’',
'correos-es.mom', "hrpost.co',
'correos-help.xyz', 'ias516fb.com’,
'correos-poster.xyz', "idme.red',
'correos-zl.net', 'instanthg.com',
'correos.boats’, 'israeipost.top’,
'correos.pics’', 'israel-posts.top’,
'correos.wang', 'israele-posts.top’,
'correosbolivia.top’, 'israelp-post.top’,
'correosccc.top’, 'israelpostoffice.top’,
'correoscl.buzz', 'israels-poste.top’,
'correosclo.top’, 'jordanpost.top',
'correosgob.buzz', 'kaz-kazpster.top',
'correosgocr.co', "kddi-au.top’,
'correoso.top’, "krtopaes.top',
'correoss.online’, "krtopasoet.top',
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"krtopeote-track.top', 'postask.buzz’',
'krtopessoe-track.top', "postasw.xyz',
"kuwaitpost.top', 'postcentes.cyou’,
"luhg8p7a.com’, 'postcentes.icu’,
'moc-gov.world"', 'postcentes.shop’,
"nfipz.top’, 'postcentes.xyz',
"norddk.com"', 'postcentres.cloud’,
'norwaypass.co’, 'postcentres.pw',
"'nrod.top"’, 'postcentres.shop’,
‘omniva.top', 'postcolombia.co’,
'omnivaee.top', 'postcorihu.top’,
‘omnivaee.xyz', 'postcorihu.xyz"',
‘omnivai.xyz', 'poste-at.top’,
'open-rice-serice.top’, 'post-it.services’,
'open-rich.top’, 'poste-server.top’,
'package-tracking.top’, 'poste-track.top’,
"plpsc.top’, 'poste-tracking.top’,
'mail-poland.one’, 'poste-tracks.top’,
"polskapl.top’, 'postea-si.top’,
'posindonesia.top’, 'postea-track.top’,
"posnaf.top’, "poster-track.xyz',
'post-ag.live', 'postifi.life’,
'post-at.art’, "postifi.top’,
'post-en.top’, "postkl.top’,
"post-hr.top’, "postlu.life’,
'post-news.top’, "postnl.cyou’,
'post-office.life’, 'postnord-se.xyz"',
'post-server.top’, 'postnord.store’,
"post-t.ink', 'postnorddk-top.top"’,
"post-t.wiki', 'postof.top’,
'post-track-at.top’, 'postoffice-za.club’,
'posta-hr.co’, 'postoffice.lol’,
'posta-hr.top’, 'postofficeco.one’,
'posta-hu.xyz', 'postpy.io’,
'posta-romana.vip’, 'posts.cyou’,
'posta-server.top’, 'postse.org’,
'posta-service.top’, 'postslovakia.co’,
'posta-tracking.top’, 'postta.top’,
'posta.cyou’, 'postta.xyz',
'posta.wang’, 'pposte-it.xyz"',
'postag.ws', "pptchek.top’,
'postahr.buzz’, 'psza.life’,
"postahu.top’, "ptt-govtr.com',
'postalparcel.info’, "ptt-tr.top’,

Authors:

Karol Paciorek
Patryk Baryszewski
CSIRT KNF



C.KNF
\CSIRT TLP:CLEAR

"ptt.monster’, 'xn--klafg.com',
"pttgovtr.top’, 'xn--klafg.xn--plai',
"putpost.top’, 'xn--klafgla.com',
'gantaspoints.top’, 'Xxn--klafgla.xn--plai',
'resubmito.top’, 'xn--1ladba.xn--plai’,
'scsmhd.com', 'Xn--mlaag.com',
'se-postnord.top’, 'Xn--mlaag.xn--plai’,
'se-sond.top’, 'Xn--mladg.com',

'se-sond.xyz', 'Xn--mladg.xn--plai’,
'se.postnord.top’, 'Xn--plai.xn--80a7a.com’,
'sgphlpp.com’, 'Xn--plai.xn--blalh8a.xn--plai’,
'shoppe-verify-login.com’, 'Xn--plai.xn--blav.xn--plai’,
'shoppeetw.co’, 'Xn--plai.xn--dlabj.com’,
'skpost.shop’, 'Xn--plai.xn--dlabj.xn--plai’,
'softbank-payment.com’, 'Xn--plai.xn--dlabjla.com',
'son.postnord.top’, 'Xn--plai.xn--dlabjla.xn--plai’,
'sonpostnord.se’, 'Xn--plai.xn--elakcn.com’,
'startselects.com’, 'Xn--plai.xn--elakcn.xn--plai’,
'streamliner.co’, 'Xn--plai.xn--klafg.com",
"sudapost.sd’, 'Xn--plai.xn--klafg.xn--plai’,
'suisseposte.top’, 'Xn--plai.xn--klafgla.com',
'swisspostpostch.buzz', 'Xn--plai.xn--klafgla.xn--plai’,
"ti-post.co’, 'Xn--plai.xn--1lladba.xn--plai’,
"ti-post.top’, 'Xn--plai.xn--mlaag.com’,
"tr-post.xyz', 'Xn--plai.xn--mlaag.xn--plai’,
"traveloka.cyou', 'Xn--plai.xn--mladg.com’,
"traveloka.vip', 'Xn--plai.xn--mladg.xn--plai’,
"tt-posts-track.top’, 'yemenpost.top',
"ukrposhta.buzz', 'za-post.top’,

'ukrposhta.vip', 'za-poste.xyz',
"ukrposhta.world’, 'za-postoffice.xyz’,
'ups-us.xyz', 'za-postserve.xyz'

'waws.top',

'wwwpostnordse.top’,

'Xn--8@a7a.com’,

'Xn--blalh8a.xn--plai’,

'Xn--blav.xn--plai’,

'Xn--blav.xn--80a7a.com’,

'Xn--dlabj.com',

'Xn--dlabj.xn--plai’,

'Xn--dlabjla.com',

'Xn--dlabjla.xn--plai’,

'xn--elakcn.com',

'Xn--elakcn.xn--plai’,
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