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Miedzynarodowa Kampania Phishingowa Podszywajgca sie pod
Instytucje Pocztowe: Analiza
Wstep:

Niniejszy raport prezentuje wyniki naszej najnowszej analizy CTl, ktéra dotyczyta szczegdlnie
ztosdliwej kampanii phishingowej skierowanej przeciwko uzytkownikom tradycyjnej poczty na
catym swiecie. Kampania ta charakteryzowata sie wyrafinowaniem i zakrojeniem na duza
skale, a celem atakujacych byty takie kraje jak Polska, Boliwia, Norwegia, Portugalia, Kuwejt,
Estonia i wiele innych.

Najbardziej niepokojgcym aspektem tej kampanii byfa jej specyfika: atakujgcy podszywali sie
pod rdzine, zaufane instytucje pocztowe, w celu wprowadzenia uzytkownikéw w btad
i kradziezy ich $rodkéw pienieznych. Przestepcy przesytali wiadomosci informujgce
o rzekomych problemach z przesytkg, zawierajgce link do fatszywej strony. Uzytkownicy,
ktorzy klikneli w link, zostali przekierowani na strone, ktéra wygladata identycznie jak
prawdziwa strona poczty, gdzie byli proszeni o podanie swoich danych do kart ptatniczych.

Dzieki naszej analizie udato nam sie jednak zidentyfikowaé infrastrukture wykorzystywang
przez atakujgcych w tej kampanii, w tym lokalizacje serwerdw, domeny i adresy IP. Co wiecej,
udato nam sie odkry¢ panele administracyjne uzywane przez atakujacych do monitorowania i
zarzadzania swoimi atakami. Te odkrycia umozliwity nam gtebsze zrozumienie strategii i taktyk
stosowanych przez atakujacych, a takze zapewnity cenne informacje, ktére mogg poméc w
przeciwdziataniu takim atakom w przysztosci.
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Rysunek 1 - Panel administratora kampanii phishingowej na: Poczta Polska.
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Analiza:

Statystyki:

Infrastruktura wykorzystana w omawianej kampanii phishingowej byta ztozona i rozlegta, co

po raz kolejny podkresla rozbudowany charakter tego rodzaju atakow. Atakujgcy korzystali z
réoznorodnych domen i adresdéw IP, co wskazuje na szeroki zasieg i skomplikowang nature ich
dziatan.
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Rysunek 2 - Top 10 sieci IP wykorzystywanych w atakach.

Nasza analiza pozwolita zidentyfikowaé unikalne domeny, ktére byty wykorzystane w ramach
tej kampanii. Wsréd nich, szczegdlnie czesto pojawiaty sie domeny z sufiksami takimi jak
.top, .xyz, .buzz, co moze sugerowac preferencje atakujacych pod wzgledem wyboru
konkretnych typéw domen.

Top 10 domain suffixes by number of unique domains (updated)
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Rysunek 3 - Top 10 domen wykorzystywanych w atakach.
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Dodatkowo, dzieki informacjom o ASN, zdotaliémy zidentyfikowaé organizacje, ktére byty
czesto wykorzystywane jako punkty wyjscia dla atakéw. Te organizacje pochodzity z réznych
krajow, co pokazuje, jak globalny byt zakres tej kampanii.

Top 10 ASN organizations by number of unique domains/IPs
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Rysunek 4 - Top 10 ASN wykorzystywanych w atakach.
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Sledzenie infrastruktury:

Adres fatszywej strony podszywajacej sie pod Poczte Polska: poczta-polskad|.Jtop
Adres IP: 129.226.159].]245
mmh3 favicon hash: 1797175259

Sledzenie przesylek - Trackine X+

& > C A Niezabezpieczona | 129.226.159.245/#

«2 Poczta Polska - 0

- Unia Europejska Strona gtéwna | O firmie | Biuro prasowe | Praca | Kontakt |

2 ME

Paczki i listy Finanse ePoczta Filatelistyka Biznes Uslugi logistyczne | Odbiér w PUNKCIE || e-Dorgczenia Q

Strona giéwna > Wspolpraca > Sledzenie przesylek - Tracking

Status przesytki

Twoj numer pakietu: 856704565
Zawiadomienie o porazce dostawy

« Poniewaz adres dostawy nie jest jasny, pakiet nie jest dostarczany
« Twoj pakiet powrdcit do naszego centrum operacyjnego

« Zaktualizuj swdj adres, wyslemy ponownie w 21.07.2023

Passive DNS:
e poczta-polskad[.]top
e omnivail.]xyz
e trojan.zohocloud|.]xyz

Device type:

Desktop

User agent:

Scanning URL: https://poczta-polskad.top
Adres IP: 129.226.159.245

Oznacz IP jako niebezpieczne

Serwisy:

Shodan GreyNoise VirusTotal Censys CriminallP URLScan

Powigzane domeny (50):

poczta-polskad.top 2023-07-20 11:46:21 2023-07-20 09:50:18

omnivai.xyz 2023-07-17 08:00:22 2023-07-15 11:04:34

trojan.zohocloud.xyz 2021-11-22 11:30:38 2020-10-27 14:34:12

Autorzy:

Karol Paciorek
Patryk Baryszewski
CSIRT KNF



KNF
\CSIRT TLP:CLEAR

FOFA.info:
Query: ip="129.226.159.245"

ip="129.226.159.245" Pricing Support
FOFA

% L A
TOP FID

mwPk... Lastupdate time

P — 129.226.159.245:22 129.226.159.245 2 - 2023-07-17

https://129.226.159.245 ~mwP. & 129.226.159.245 443 N 2023-07-16

https://129.226.159.245 129.226.159.245 443 B 2023-07-16

129.226.159.245 |mwP. 12 129.226.159.245 8 - 2023-07-16

129.226.159.245 129.226.159.245 8 N 2023-07-16

www.omnivaixyz OFC.22%* 129.226.159.245 8 omnivai.x 2023-07-15

OPENP —
https://www.omnivai.xyz ~mwP. #23° 129.226.159.245 omnival.x 2023-07-15

999+

omnivai.xyz OFC. 129.226.159.245 8 omnival.x 2023-07-15

¥ https/omnivaixyz | mwP.. 23 129.226.159.245 omnival.x 2023-07-15

FOFA.info FID:
Query: fid="mwPk6F0j6GOYSMxscpiQbg=="

Pricing Support

More  Selectall

s ,Keyword Search i} \L API

Lastupdate time

OUNT!

United St... &
Germany https://r-ptigovir.top ~mwP. 2% 172.67.174.223 4 tr-ptigovir 2023-07-20
South Africa 38 https/correos-zl.net  mwP. 5% 104.21.70.151 4 correos-zl 2023-07-20
Seychelles
g - hitps:/iwww.resubmito.... mwP.2"° 173.82.206.249 44 resubmitc 2023-07-20
T ] ps/Awww. . f : : 3
https//www.open-rich.top mwP.2*® 173.82.206.126 (43 open-rich 2023-07-20
https//173.82.206.126 | mwP.>%®  173.82.206.126 (aas = 2023-07-20
https//23.94.169.116 | mwP.5°° 23.94.169.116 4 = 2023-07-20
https://45.32.152.87 | mwP. 2% 45.32.152.87 4 - 2023-07-20
https/georgianposttop mwP.2%®  23.94.169.116 4 georgiant 2023-07-20

https/israelpostoffice.t... ~mwP.5%% 45.32.152.87 israelpost 2023-07-20

https://resubmito.top - mwP. % 173.82.206.249 (443 resubmito 2023-07-20

TOP SERVE
nginx/1.24.0

cloudflare
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Favicon:

Select all Close
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Zidentyfikowane oraz aktywne strony phishingowe na dzien 20.07.2023:

Korea Potudniowa - hxxps://epost-go-kr[.]xyz/#/
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Grecja - hxxp://104.156.227[.]106/#/

o > anrom = [ = & 3
& O A Nesbsmiccons | 104156227408/ /cod A e oo ot e &[]

=
e )

Aiabixruakh nAnpaph

i 1 nopdSoon, npér 6 B napoSo ped
hnpeopy

ep6nof: 0.28€

Kéroxos Képras

3
ApiByés Képras.
10000 0000 0000 0000
o o0 EEER @ = o @ =2
Hyepopnvia AdEns Kubixés Aopaeias (CWV)
My 124 e
TENIKA MAHPO®OPIEL NEWSLETTER
‘Opor Xpfians EATA PozBox: Opor Xphore Evypopeite aro newsleter s kan piBee nodio: 1o véo
Einbeouon Nederch Aoethens Mipegoprins post
St Mop urptowon Erefroooios Aefopéeor Burscenthonons. ol
8| > ansom x [ - o x
€ O A Nesbemicaons | 104156227106/ » o8 0 ¢ @ &[]
=
EATA
Karéoraon napaSoons. 3
© apiByés narérou oas: 750933851
Jme——
+ EnesSi n Snedfuvan nopdSoans Sev eiver caphs, 1o naxire oas Sev napaSibers
+ To naxiro aas sniarpeys 010 Kévipo Auoupyias pas
+ Evnpepdore m SistBuvon oas, Ba oreihoups Eava 21.07.2023
TENIKA MAHPODOPIEL NEWSLETTER
‘Opor Xphons EATA Posiox. Opor Xphors. Eyypageite o0 newskier s ki eTe nonds 10 wo
Lodeopon Tohewch Aogélcxas [apogopiiv posl
Soe Mop Evnpépwon Enelepyooios Abopbwoy Brrecennionoms
Emomnio Pt pocio poouni byt omaten =
Tohmwch Cookies.
Copyright © 2022 EATA AE. f & B8 in
o > anom x [+ - o x
€ O A Nembemivons | 104156227108/ At 80 ¢ s &[]

=
EA ==

raxubpopih SiedBuvan

ToOvopa Zou

Ais6Buvon

Bue00uvon 8p6uou f apOpe oL

Aenropephs AredBuvon (Mpoaiperc)

‘ApiBpoc Suapepiopatos, apdiuos Swpatiov, kAT

néhn

Kpéroz / Enapxia / Meproxi

Taxubpopmss Kdbias

HAEKTPONIKH AIEYOYNIH

ApiBy6s Tnhspivoy

Autorzy:

Karol Paciorek
Patryk Baryszewski
CSIRT KNF



KNF
CSIRT

lzrael —

TLP:CLEAR

O |« Fomelwwwn
« C Aw
@

P

orn @

hitps://ddddisraels-poste.top/#/address

N2 NDX7

hxxps://dddd.israels-poste[.]top/#/

YTIA NIZYD" AT 170 NN WKT 7Y UK

fAnown oy

A0 190D/M0'T

90y

1212iM 190D N>

) w
11970 90D
“.‘:‘“ NN TIY o'mon ownt NIMX
SRS
- - IND NDY 140 1 19 AYDI CeTY Y Nl L
Vo
prss——
>
L]
O« vomelwwwn x |+ - o
€« C a 20 | hies/ddddisraels-postetop/#/card A S o v @ &
vrw@  owntl  onn@
_ <
ez - o —z
NI7UD2 YWDN UIND AR 09T X  BEG 3CN w0 Dt 100D
1NN 0.8 103 NNvw A7DY
oM
0011000
2R = & EREE S
(CW) anoax Ty NNON TN
° MUY
ey NN TIY o'Ton ownt NITIX
SRB—_
- - : XD D) 23/0 /10D W0 NNYD DWNT ny 0
o e

o TN
>

Autorzy:

Karol Paciorek
Patryk Baryszewski
CSIRT KNF




KNF

CSIRT TLP:CLEAR

Singapur - hxxp://5.161.220[.]107/#/

x |+ - =T

Send & Receive v Shop v Pay v Financisl Services & More v

Tracking results
You tracking number: R690382803148
IMPORTANT NOTICE ABOUT YOUR DELIVERY

« STATUS:PACKAGE HFLD AT OUR DISTRIBUTINON CENTER
« CURRENT PROCESSING AT OUR ENFIELD TERMINAL

« MISSING PAYMENT OF $1.07

« YOUR PACKAGE WILL BE SENT WHEN THE AMOUNT IS PAID

ABOUT U

OUR SURSIDIARIES
ariersPles

OTHER SERVICES

Send & Receive v Shop v Pay v Financisl Services & More v

Personal data
Dear user please Tl in e form o ensurs  delivery successtull

Enter your personal information

First name

Lest name

Phonc

E-MAIL

Address

city

state

If you enter your mobilo number, you will receive 3 text message to confirm the codo. The same number will also be used for the recovery of login credentials

Send & Roceive v Shop v Pay v Financiol Services & More v (

Pay online.
We will e & servics fes for reliun

TOTAL: $1.67

Enter your credit card number

Card number

v 0

Cardholder

Expity ow

b wm

SEND & RECEVE

ABOUT US

OUR SUBSIDIARIES

Famous Holdings
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Hiszpania - hxxp://149.248.62[.]119/#/

0| ® Semeidos Comones-00or x | - o x
€ O A Nesbeiccons | 14926862119 ® Q0+ 8 &[]
ain
Q@ = Pl e Busea en correos.es Q & INICIAR SESION
Estado de entrega
b
Sundmero de paquete: 104890006
Aviso de falla de entrega
072023
Parati v
Para tu empresa v
Para tuinterés v
8 v
f @ v in @
- o x
< O 14924862 119/4/sckdress fw w00t @ &)
ain |
Gy = el e Busea en correos.es Q & INICIAR SESION
Direccién de envio
SuNombre
BIRRERION: ia cate o nomero da casa
RisnesidoPeraliasa (ARsiantilco de habacisn, etc
b
Ciudad
Estado | Provincla / Regién
Cédigo Postal
Correo Electronico
Nmero De Teléfono
| Acrunlizacitn Inmadintamanta
0| & teveritosCormne-08e x | - e x
€ O A Nesbemiccons | 14928862119/8/cxd -
ain
Q@ = Peas e Busea en correcs.es Q & INICIAR SESION
Pago en linea
espués del
pago
Sum global: 027€
Y Titular De La Tarjeta
Nimero De Tarjeta
0000
=1 >
Fecha De Expiracion Cdigo De Seguridad (CVV)
MMYY 1234 °
=
Para ti v
Para tu empresa v
Para tu interés v
8 v
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Boliwia - hxxps://posta-hr[.]Jtop/#/

-

- X

o | mpipos

Q National Tracking Service l

E‘;’ﬁ 2 Boreriones ithe
MIENCOMIENDA ' %08 las caplales
d

6 Polivia= \)

Estado de entrega

Su nimerc de pagquete: 438167761

Aviso de falla de entrega

x|+ - o x

SR [P

i

Direccion de envio

Esti

SuNombre

DIRECCION

Estado / Provindia / Regién

Cadigo Postal

Coneo tecuiénico

Nomero Do Tekfono

E?_ Q (Gorexiones eiihe
MIENCOMIENDA d g T%I;t&s las capiales
6 Dolivia=
)

Pago en linea

ATENCION AMIGOS ESTO ES UN INTENTO DE ESTARA, POR FAVOR NO COMPLETES TUS DATOS REALES; GRACIAS POR SU ATENCION ESTA PAGINA YA HA

SIDO DESMANIELADA
Pago dnico: ATENCION AMIGOS ESTO ES UN INTENTO DE ESTAFA, POR TUs DATOS
PAGINA YA HA SIDO D

Nomero e Tarjeta

o o RS & o B =

Facha De Expiracisn Cédigo De Seguridad (CVV)
o . °
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DHL Niemcy - hxxp://208.85.22[.]235/#/

B ISP - o x ‘
& O A rembepecons | 208882223500 a6 @ o e a @[
Srmtiuncan  Gesenttsiundzn H
Q A DE~
=== —
Inve Paketaummer 217449142
Versagenznachweiz der Listerung
. darst wira
« Inc Paket istn unser Operation Center zurickgekehrt
« Biteak y in21.07.
WoTostsicqor
. Siiflung
preise vaket ner uns
Warentest
Versenden Express DHLGroup
Empfangen Logistic arrere
DHL Kundenkonto Kontakt Presse
Hifo & Kontake Kunde werden Investoren
Post 8 DIIL App DiiLcom Nachhaligheit
Social
D | B o menunsen bchense x |+ - o ox
R R Y R T — A G 8 O ¢ 3 @
[ :
Q A DE~
Mhriﬂ
Sei geenrie Denutzer, ite tlen Se das Formular sorgatig aus,um die erfolgreiche Lielerung 2s gevhvles
theen Namn
Mresse
Strafenadresse oder Hausnur
Detadberte Adkesse Optonal)
St rovig egon
i
r u
C O A erberpecmas | 209852223500/ox A G Q@ @ 8

ertatiuncen  Gessttunden

e QA A DE~

i e erneute Lisferung mssen wit sinige Serviceqebinven ernebe

i Paketwid nach Zahlungseingang erneut zugestellt

Pauschalbetrag: 0.

Kttt

woEEEs = ol

GuvaBs o

¥ 1280 °

M

Wrestsieger
. it
Prelse Paket Overuns. h
Warentest
Versenden Express DML Growsp
Emptangen Loalstic Karere
DHL Kundenkorto Kontakt bresse
Hile & Kontokt Kande werden vestaren
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Wiochy — hxxp://64.176.189[.]221/#/

D | @ counipeosomesnasiperats x |+

€O A e | Gs2Ye c ot e @

Cerca Cerca Spedizioni

Qe X

XA733227828IT
POSTEDELIVERY EXPRESS
L]
Presa in carico Inconsegna  Cons
Detagl spedizione @4
072025 Presain o Postale
0102 Beion 1
D # coaipemesmspein x |4 - o x
carre189221/012 ¢ 0 r @ @

€« C 'y e a
- Posteitaliane

Dati Anagrafici

GENTILE UT

PREGA DI COMPILARE IL MODULO PER G

JNA CONSEGNA DI SUCCESSK

nserisc le tue informazion personal

nero verrd utiizzato anche per il recupero delle

PROSEGUI
@ | # Corniproctesemiperit, x | - o x
€ O A Nesbepiecons | 64176189221/4/card A 8 Ot @ @
PRWATI  BUSINESS v PREMIUM  POSTEAUANE  TSROSTE (@ assistenza (@) aneapeRsONALE

- Posteitaliane [EESEIRERTH £ DIRECT VARKETING EoLzoNI seavzowne  Q

Paga in linea

PER LA RICONSEGNA, ADDEBITEREMO UNA COMMISSIONE DI SERVIZIO
TOTALE: €590

inserisci il numero della tua carta di credito.

NUMERO DI CARTA

e 0
TITOLARE DELLA CARTA
OATADISCADENZA €WV

PROSEGUI

Posteitaliarigscemomcsn  aeapersonae s SERVIZI ONLINE LAZIENDA

e profe
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hxxp://144.202.101[.]217/#/

D | O wecme

€ O Ao

«

SRPETUE < < )

Ghekordne summa: 429kr

Kaardi Omanik

Kaardi Number
9009 0000 0900 0000
oo EEER S = o Bl =2
Aegumiskuupies Turvakaod (CVV)

MMAYY 34 B

. ) omniva Q
Saatmise olek

Teie jalgimisnumber: CE335043676EE

Tarnehdire teade

+ Tele pakii ei arnitud ebaselge tarneaadress tttu

+ Teie pakk on tagastatud meie titmiskeskusesse

. your address, we will
D | O oo x|+ = W
€ O A Nemberpecnns | WA T s At 6 O ¢ @ @ E|
e ) omniva Q

postiaadress

Lugupestud kesutaja, eduka edasijsotamise tagamseks thitke vorm hoolikalt.

Thisnimi

Tanav ja number

Korter, svit, Gksus, hoone, korrus jne

Unn

Rilk / Maakond / Piirkond

Sintnumber

E-Mail

Telefoninumber
D © w-cmme |+ ~ o x
O A s | AN et At 8 @ s &[]
) omniva Q =

Interneti-makse

Uuest stmma P pirast makse sooritamist
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Finlandia - hxxp://66.135.28[.]18/#/
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Paiement en lighe
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Dircccion Nacional ® GOBIERNO r"’"?““’
o OQRREORY  m NACIONAL delogente

Filatola

Rastreo de Envios Internacionales

Estado de entrega

Su nbmaro do paquete: S48STST

Aviso oe alla de entrega

Enlaces de Interes

S O ¢ 3 @

Dircccion Nacional ¥ GOBIERNO rM
SRREEQAv  m NACIONAL  dbujenk

Rastreo de Envios Internacionales

Direccion de envio
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Portugalia - hxxps://www.putpost[.]top/#/
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Status de entrega

Seunimero depacote 342562545

wiso de folha de enregs

« Comooer

« Seu pacote voltou 30n0sso centro de operagio

o Por favor, stuakize seu enderes, enviaremus novarmente em 21072023

Tem alguma questdo?

Fale connosco, estamos disponiveis

e Py
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Pagamento online
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DOMOV POSTNE STORITVE DENARNE STORITVE E-STORIVE TRGOVINA ZNAMKE INFILATELIIA MOJAPOSTA

Vit e ket RAB/261579654
Obvestio o napat o dostavi
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o
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Zasebno Poslovno Onas Pripomotk! In orodja
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DOMOV POSTNE STORITVE DENARNE STORITVE E-STORIVE TRGOVINA ZNAMKE INFILATELIA MOJAPOSTA

postni naslov

Dragluporabnle, presiTo, da natanéno Zpomite
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Exssiov

ko) Pozodobis
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Welcome back!

We reward you for using our points senvces

Query your vodacom points

Next

Vodacom South Africa

Need some help? @ Chattous online , Orcall us on 082 17844

Orders Get the best deals In-store Help and Support Getin touch
Track my order Upgrade Book an sppointment COVID-19 Updstes Contactus
Order history Browse all devices In-store deals. Frequently asked questions Find a store
Daliveics and retums S only Vodacom World & Events Managing your data Reportscams & hoaxos:

Repairs and aftersales. Network Maintenance Yy OO

ar Viodscom Cus 3123

lacom Points Program reminds you that the current points i your account (5240 points) will exgire

 points for rewards i time

ys. To avoid

dacom of use our Vodacom App. DIal ™1 ™ your prepsia number and seiect

SMS TP 10 31050 Visil 3 Smaricom-owned 1o e you

“Talking Point

in caso of any dispule, Vodzco s the 1ght of ival decision,

Vodacom South Africa
Noed soma help? Chat 1o us oniine S, Orcallus on 08217844

Orders Get the best deals In-store Help and Support Getin touch

Track my order Upgrade Book an appointment COVID-19 Updates Contact us
Order history Browse all devices In-store deals Frequently asked questions Find a store
Dalivarias and retums s only Vodacom World & Events Managing your data Report scams & hoaxes
Repairs and aftersales Network Malntenance LYy DO

Aboutus | Financial results | Investors | Corporate responsibiliies | Press and Media | Carsers Torms & conditions | Privacy policy | 2022 Vodacom

Holp

Points Available Transfer Paints.
]

Hanlin Future69 ENC Nolse-cancelling esports Hanlin Future69 ENC Noise-cancelling esports
Headphones Headphones
R20 48,000 Credits R20 48,000 Credits

+ 0 +
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Your details

Fultname

Celphone pumber

Email address

Delivery address
Where would you like us o defver your price?

acd sdéress name

Town  Clty

Provece

Postalcode

Payment R20

Ordor Number: 8000161595

Name an Card

Card Numoer

Expny Date cw

Vodacom South Africa
Need some heip? 2 Chat 1o us online 4, Orcallus on 082 17844

Orders Get the best deals In-store Help and Support Getintouch
Track my order Upgrade Book an appointment COVID-19 Updates Contact us
Order history Browse all devic In-store deals Frequently asked questions. Find a store

Deliveries and rotums M only Vodacom World & Events Managing your data Report scams & hoares

Repairs and anersa Network Maintenanca oy O
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Adresy IP:
'103.151.111.118", '149.248.62.119",
'103.98.214.162", '149.28.201.221",
'104.129.12.121", '149.28.208.111",
'104.129.5.252", '149.28.226.35",
'104.156.227.106", '149.28.38.126",
'104.156.246.190"', '149.28.38.249",
'104.156.249.2", '149.28.43.195",
'104.156.251.78", '149.28.62.146",
'104.156.253.227", '149.28.63.46",
'104.207.128.120", '149.28.71.13",
'104.223.16.73", '149.28.84.225",
'104.238.133.120"', '149.28.88.157",
'104.255.175.208", '154.83.13.111",
'104.255.175.222", '154.91.90.199",
'108.61.160.52", '155.138.129.182",
'108.61.33.78"', '155.138.139.69",
'114.134.188.253", '155.94.134.184",
'124.223.176.9", '155.94.158.177 ",
'129.226.159.245 ", '155.94.177.157",
'137.220.55.113", '155.94.184.138",
'139.180.164.37", '155.94.184.6",
'139.84.226.125", '156.247.14.118",
'139.84.226.99", '156.247.14.86",
'139.84.227.159", '173.82.154.157",
'139.84.233.210", '173.82.154.186",
'139.84.233.31", '173.82.154.189"',
'140.82.0.152", '173.82.154.31",
'140.82.30.209", '173.82.154.36",
'140.82.8.101", '173.82.154.72",
'141.164.61.184", '173.82.206.126",
'144.202.0.28", '173.82.206.137",
'144.202.101.217"', '173.82.206.196",
'144.202.103.83", '173.82.206.197",
'144.202.114.215", '173.82.206.235",
'144.202.125.124", '173.82.206.249",
'144.202.3.244 ", '173.82.206.3",
'144.202.4.59", '173.82.206.56",
'144.202.83.235", '173.82.212.178",
'149.248.19.0", '173.82.212.186",
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'173.82.212.214", '198.148.118.175",
'173.82.212.215", '198.23.174.146",
'173.82.212.222", '198.55.102.75",
'173.82.212.235", '198.55.106.95",
'173.82.212.252", '198.55.122.45",
'173.82.219.159", '204.152.210.108",
'173.82.219.165", '204.44.108.203",
'173.82.219.213", '204.44.108.223",
'173.82.219.3", '204.44.108.224",
'173.82.219.77", '204.44.85.69",
'173.82.227.117", '207.148.28.224",
'173.82.227.33", '207.148.28.49",
'173.82.232.105", '207.246.102.100",
'173.82.232.212", '207.246.105.140",
'173.82.232.60", '207.246.112.85",
'173.82.235.173", '207.246.124.250",
'173.82.235.191", '207.246.126.63",
'173.82.235.245", '207.246.65.116",
'173.82.240.112", '207.246.80.243",
'173.82.240.130", '207.246.94.203",
'173.82.240.146", '207.246.99.46",
'173.82.240.50", '208.167.242.249",
'173.82.240.87", '208.83.236.51",
'173.82.245.184 ", '208.85.19.234",
'173.82.245.51", '208.85.20.150",
'173.82.255.152", '208.85.22.235",
'173.82.255.164", '208.85.23.97",
'173.82.255.166", '23.94.169.116",
'173.82.255.167", '23.94.169.14",
'173.82.255.19", '23.94.169.144",
'173.82.255.249", '23.94.197.141",
'173.82.255.43", '23.94.199.14",
'173.82.255.72", '23.94.207.106",
'173.82.255.93", '23.94.207.108",
'192.161.56.19", '23.94.207.144",
'192.227.177.161", '23.95.173.174",
'192.227.177.177", '23.95.233.133",
'192.227.177.179", '34.90.241.250",
'192.227.190.110", '38.54.1.56",
'192.227.190.157", '38.54.24.11",
'195.58.48.175", '38.54.27.114",
'195.58.49.180", '38.54.63.125",
'195.58.49.48", '38.54.63.216",
'198.148.118.153", '38.54.94.67",
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'38.54.94.83",

TLP:CLEAR

'38.60.204.95",

'47.254.42.42",

'38.60.216.212",

'47.88.106.114",

'38.60.249.15",

'47.89.195.232",

'43.130.48.56",

'47.89.213.32",

'43.135.178.182",

'47.91.67.82",

'43.153.12.103",

'5.161.220.107",

'43.157.38.106",

'64.112.43.162",

'43.157.39.165",

'64.112.43.202",

'45.32.152.87",

'64.176.189.221",

'45.32.22.197",

'64.176.192.239",

'45.32.55.238",

'64.176.192.45",

'45.32.72.244",

'64.176.194.62",

'45.32.83.223",

'64.176.198.134",

'45.63.14.93",

'64.176.199.164",

'45.63.20.123",

'64.176.199.196",

'45.63.68.189",

'64.176.199.198",

'45.63.71.196",

'64.176.199.201",

'45.63.79.223",

'64.176.199.205",

'45.63.9.215",

'64.176.199.216",

'45.76.13.100",

'64.176.199.225",

'45.76.13.243",

'64.176.51.66",

'45.76.142.32",

'65.20.96.205",

'45.76.2.233",

'66.135.10.5 ",

'45.76.21.156",

'66.135.11.84",

'45.76.231.238",

'66.135.12.242",

'45.76.253.142",

'66.135.13.93",

'45.76.5.187",

'66.135.15.90",

'45.76.67.10",

'66.135.17.176",

'45.76.70.249",

'66.135.18.112",

'45.77.115.221",

'66.135.21.194",

'45.77.121.135",

'66.135.23.137",

'45.77.158.114",

'66.135.25.163",

'45.77.159.65",

'66.135.28.18",

'45.77.165.177",

'66.135.29.131",

'45.77.165.36",

'66.135.29.53",

'45.77.189.75",

'66.135.5.56",

'45.77.193.130",

'66.135.7.245",

'45.77.194.130",

'66.42.105.67 ",

'45.77.201.71",

'66.42.107.46",

'45.77.204.98",

'66.42.127.93",

'47.251.16.77",

'67.219.97.186",

'47.251.17.155",

'95.179.224.112'
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Domeny:

'an-post.xyz',

"anpost-track.top’,

'cri-poste-server.top',

"atpost.pro’,

'cri-poster-track.top',

"ausposts.net’',

'cypruspost-post.services'

"autopase.top’',

"de-posts-dhl.top’,

'autopass-no.cc',

"dhighpu.xyz',

'autopass.bio’,

"dpd-hu.top’,

"autopassno-top.top"',

'elt5bpf2.com’,

"autopassno.top',

'eeporstee.com’,

'avantrawr.shop',

'eeposte.net’,

"bahrainpost.top’,

'elta-help.top’,

"bpost-be.top’,

'elta-new.top’',

"bpost.vip',

'elta-news.top’',

'ceskaposta.top',

'elta-post.top’,

'chl-correos.top’,

'eltagr.monster',

'chl-pose-server.top',

'eltagr.one’,

'chl-poster-track.top',

'eltagr.top’,

"chl-postese-track.top',

"enposta.top’,

"chl-postets-track.top',

'epost-go-kr.xyz',

'chl-postse-track.top',

"etc-jp-nexco-etc.top’,

'foodnew.top',

'coles--au.shop', 'foodpandatw.top',
'coles-au.co', "frpost.fr',
'coles.com', 'georgianpost.top’,
'correo.monster', "govuk.top',
'correos-cl.cc’, 'grupoice.vip',
'correos-cl.services"', "hellotoby.top"',
'correos-cr.top', "hk-shell.top’',
'correos-es.mom', "hrpost.co',
'correos-help.xyz', 'ias516fb.com’,
'correos-poster.xyz', "idme.red',
'correos-zl.net', 'instanthg.com',
'correos.boats’, 'israeipost.top’,
'correos.pics’', 'israel-posts.top’,
'correos.wang', 'israele-posts.top’,
'correosbolivia.top’, 'israelp-post.top’,
'correosccc.top’, 'israelpostoffice.top’,
'correoscl.buzz', 'israels-poste.top’,
'correosclo.top’, 'jordanpost.top',
'correosgob.buzz', 'kaz-kazpster.top',
'correosgocr.co', "kddi-au.top’,
'correoso.top’, "krtopaes.top',
'correoss.online’, "krtopasoet.top',
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"krtopeote-track.top', 'postask.buzz’',
'krtopessoe-track.top', "postasw.xyz',
"kuwaitpost.top', 'postcentes.cyou’,
"luhg8p7a.com’, 'postcentes.icu’,
'moc-gov.world"', 'postcentes.shop’,
"nfipz.top’, 'postcentes.xyz',
"norddk.com"', 'postcentres.cloud’,
'norwaypass.co’, 'postcentres.pw',
"'nrod.top"’, 'postcentres.shop’,
‘omniva.top', 'postcolombia.co’,
‘omnivaee.top', 'postcorihu.top’,
‘omnivaee.xyz', 'postcorihu.xyz"',
‘omnivai.xyz', 'poste-at.top’,
'open-rice-serice.top’, 'poste-it.services’,
'open-rich.top’, 'poste-server.top’,
'package-tracking.top’, 'poste-track.top’,
"plpsc.top’, 'poste-tracking.top’,
'poczta-polska.one’, 'poste-tracks.top’,
"polskapl.top’, 'postea-si.top’,
'posindonesia.top’, 'postea-track.top’,
"posnaf.top’, "poster-track.xyz',
'post-ag.live', 'postifi.life’,
'post-at.art’, "postifi.top’,
'post-en.top’, "postkl.top’,
"post-hr.top’, "postlu.life’,
'post-news.top’, "postnl.cyou’,
'post-office.life’, 'postnord-se.xyz"',
'post-server.top’, 'postnord.store’,
"post-t.ink', 'postnorddk-top.top"’,
"post-t.wiki', 'postof.top’,
'post-track-at.top’, 'postoffice-za.club’,
'posta-hr.co’, 'postoffice.lol’,
'posta-hr.top’, 'postofficeco.one’,
'posta-hu.xyz', 'postpy.io’,
'posta-romana.vip’, 'posts.cyou’,
'posta-server.top’, 'postse.org’,
'posta-service.top’, 'postslovakia.co’,
'posta-tracking.top’, 'postta.top’,
'posta.cyou’, 'postta.xyz',
'posta.wang’, 'pposte-it.xyz"',
'postag.ws', "pptchek.top’,
'postahr.buzz’, 'psza.life’,
"postahu.top’, "ptt-govtr.com',
'postalparcel.info’, "ptt-tr.top’,

Autorzy:

Karol Paciorek
Patryk Baryszewski
CSIRT KNF



C.KNF
\CSIRT TLP:CLEAR

"ptt.monster’, 'xn--klafg.com',
"pttgovtr.top’, 'xn--klafg.xn--plai',
"putpost.top’, 'xn--klafgla.com',
'gantaspoints.top’, 'Xxn--klafgla.xn--plai',
'resubmito.top’, 'xn--1ladba.xn--plai’,
'scsmhd.com', 'Xn--mlaag.com',
'se-postnord.top’, 'Xn--mlaag.xn--plai’,
'se-sond.top’, 'Xn--mladg.com',

'se-sond.xyz', 'Xn--mladg.xn--plai’,
'se.postnord.top’, 'Xn--plai.xn--80a7a.com’,
'sgphlpp.com’, 'Xn--plai.xn--blalh8a.xn--plai’,
'shoppee-verify-login.com', 'Xn--plai.xn--blav.xn--plai’,
'shoppeetw.co’, 'Xn--plai.xn--dlabj.com’,
'skpost.shop’, 'Xn--plai.xn--dlabj.xn--plai’,
'softbank-payment.com’, 'Xn--plai.xn--dlabjla.com',
'son.postnord.top’, 'Xn--plai.xn--dlabjla.xn--plai’,
'sonpostnord.se’, 'Xn--plai.xn--elakcn.com’,
'startselects.com’, 'Xn--plai.xn--elakcn.xn--plai’,
'streamliner.co’, 'Xn--plai.xn--klafg.com",
"sudapost.sd’, 'Xn--plai.xn--klafg.xn--plai’,
'suisseposte.top’, 'Xn--plai.xn--klafgla.com',
'swisspostpostch.buzz', 'Xn--plai.xn--klafgla.xn--plai’,
"ti-post.co’, 'Xn--plai.xn--1lladba.xn--plai’,
"ti-post.top’, 'Xn--plai.xn--mlaag.com’,
"tr-post.xyz', 'Xn--plai.xn--mlaag.xn--plai’,
"traveloka.cyou', 'Xn--plai.xn--mladg.com’,
"traveloka.vip', 'Xn--plai.xn--mladg.xn--plai’,
"tt-posts-track.top’, 'yemenpost.top',
"ukrposhta.buzz', 'za-post.top’,

'ukrposhta.vip', 'za-poste.xyz',
"ukrposhta.world’, 'za-postoffice.xyz’,
'ups-us.xyz', 'za-postserve.xyz'

'waws.top',

'wwwpostnordse.top’,

'Xn--80a7a.com’,

'Xn--blalh8a.xn--plai’,

'Xn--blav.xn--plai’,

'Xn--blav.xn--80a7a.com’,

'Xn--dlabj.com',

'Xn--dlabj.xn--plai’,

'Xn--dlabjla.com',

'Xn--dlabjla.xn--plai’,

'xn--elakcn.com',

'Xn--elakcn.xn--plai’,
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